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Agenda: Privacy-Preserving Design and Operation of Medical (Research) Registers

Introduction: Classical approach to the realization of Medical Research Registers

IDOMENEO approach for a Peripheral Artery Disease (PAD) Research Register
— Architecture and Workflow
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— Selected Challenges

Bundesministerium

PANDA approach for device studies (stents, balloons) in neuroradiology (strokes §) | Cundosminist
and aneurysms) | und Energie

— Decentralized storage, ready for (federated) machine learning approaches

— Prepare for upcoming Research Data Law (data usage without informed
consent)

Conclusions and future research directions



Privacy-Preserving Design and Operation of Medical (Research) Registers

®  Requirements

— Strong Admission Control and Access Control Mechanisms

— Encrypted Transmission of Medical Data
— Personal Data remain in Medical Centers (Hospitals)

Task: Realization of a
medical Register for
longitudinal studies of

— Decentralized Storage and Linking of Data Sets minimum 10 years.

B  Realization

— Isolation of Technical Components within the Register

— Communication to and from the Register via dedicated interfaces only

" Design Methods

— Security & Privacy by Design

— Privacy by Default

T

Scope: Exemplary realization of
requirements coming from EU General
Data Protection Regulation (GDPR)




Classical approach to the realization of Medical Research Registers
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Large number of Centers (Hospitals) allows an
increased number of cases into the Research Data

Informed Consent as a legal requirement for the
inclusion of Study Participants (Patients)

Centers need to run dedicated Study Hardware

Some Centers prohibit connecting Study Hardware to
local hospital network (transfer data via USB drives
or CD-R/W)

Operation and Maintenance (Updates, Malware
protection) difficult to realize (longitudinal studies of
> 10 years)

Identity DB
Personal Data

Register DB
Medical Data




Zero-Day-Exploit Market Example

800 1337day Inj2ctOr Exploit Database : vulnerability : Oday : shellcode by Inj3ctOr Team

Be

| 1 1337day Inj3ctOr Exploit Datab. . | = |

ﬂ. &+ > 1337day.com/exploit/description /203 = B~ Google Q)|# [B-

Inj3ctOr is the ultimate database of exploits and vulnerabilities and a great resource for vulnerability researchers and security professionals.
Our aim Is to collect exploits from submittals and various mailing lists and concentrate them in one, easy-to-navigate database.
This was written solely for educational purposes. Use it at your own risk. The author will be not responsible for any damage. // r0073r

Select your language

EE

Do you agree to these terms?
@ Yes, I agree Ok

r L
Anyone who accesses the site 1337day.com/.net/.org MUST accept the Terms and Conditions (listed below) or instead immediately navigate away from 1337day.
If you DISAGREE with the Rules of 1337day you MUST IMMEDIATELY navigate away from 1337day.
The 1337day team gladly invites you to participate in our project - all you need to do is register to get started!

Official information about 1337day and its team is published exclusively on the 1337day website.
Do not rely on the negative criticism/rumors others say - it's a MYTH! We do not deface ANY website and we do NOT attack any web-servers.




Zero-Day-Exploit Market Example
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Zero-Day-Exploit Market Example
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IDOMENEO approach for a Peripheral Artery Disease (PAD) Research Register

»Center 1«

Hospital 1 https encrypted

communication link

Web Browser

Transport Layer Security

Hospital 2

Medical

TLS

Hospital 3
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Hospital

Research Register
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Large number of Centers (Hospitals) allows an
increased number of cases into the Research Data

Informed Consent as a legal requirement for the
inclusion of Study Participants (Patients)

Centers just use a modern Web Browser

Centralized storage of Personal Data (strong
symmetric encryption) and Medical data (also
encrypted) within a Medical Center

Operation and Maintenance (Updates, Malware
protection) of Study Hardware in the hand of the
Medical Research Register

Centers own a symmetric key, extracted via
Password Based Key Derivation Function (PBKDF)

Identity DB
Personal Data

Register DB
Medical Data




Application Server
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Workflow
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Status / Livecycle of a data entry

* Create (R, A, 2)
* Edit/Update (R, A, Z)
* Delete (2)

Role has permision for status [

transision Draft ]

* Action (Rolle)
Register Assistant R

Medical Doctor A
Center Administrator Z

A 4

[ Complete
A

] e Create (R, A, 2)
* Edit/Update (R, A, Z)
* Complete (2)

Medical Doctor A

- Register Administrator
Center Administrator Z

A 4

Finished ] * Reqest for Edit/Update (2)

Correct Data [
useable for Studies

Monitor

v v
Data correct and valid [ verified ] [ Query ] Data incomplete or incorrect
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Selected Challenges (Operation)

®" How to ensure long-term security/encryption (> 10 years)?
— Use symmetric cryptographic systems only on core system
— Limitation: Browser support, TLS uses public key encryption
— Encrypted layer on top of TLS (Layer 7 encryption)
— Modular encryption functionalities allow easily changing to state-of-the-art algorithms



Select appropriate key lengths and algorithms?

»SOG-IS (Senior Officials Group Information Systems Security)
Crypto Evaluation Scheme Agreed Cryptographic Mechanisms«
gives official information

https://www.sogis.eu/documents/cc/crypto/SOGIS-Agreed-Cryptographic-Mechanisms-1.2.pdf

Agreed Biock Oiphers: a
S

[ Primitive |Parameters’ sizes‘ R/L |N0tes "s
k = 128 bits R
AES [FIPS197, ISO18033-3] e=03bitg | R 55
(k= 256 bits R -
\/
Agreed Hash Functions SOG-IS Crypto Working Group
| Primitive |Parameters’ sizes (hash length h)| R/L |Notes

h = 256 bits (SHA-256)
SHA-2 [FIPS180-4, ISO10118-3]|h = 384 bits (SHA-384)
h = 512 bits (SHA-512)
h = 256 (SHA-512/h)
h = 256 bits

h = 384 bits

h = 512 bits

SOG-IS Crypto Evaluation Scheme
Agreed Cryptographic Mechanisms

SHA-3 [FIPS202]

==l =Rl ==l ==l ==
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Brute-force, exhaustive search
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Attacks via Super Computers and (in the future) Quantum Computers

— Complexity theoretic systems only
Protection against Super Computers

— Use appropriate key lengths

Protection against Quantum Computers
— Symmetric systems: Double key lengths to >= 256 Bit

— Asymmetric systems: Hope in Post-Quantum Cryprography

Symm.

Asymm.

Key
lengths
128 Bit
256 Bit

1024 Bit
2048 Bit

Complexity
Super Quantum
Computer Computer
2127 264
2255 2128
~ 290 ~ 225
~ Q117 ~ )28

According to: Bernstein,
Buchmann, Dahmen: Post
Quantum Cryptography. Springer,
2009

Grover, 1996

Shor, 1994



Selected Challenges (Operation)

® How to protect application server from curious admins during maintenance?
— Technical staff (server admins) is not allowed to learn about Pll and medical data stored
— Limitation: Admin has root access to server
— Monitored access (audit trails) during maintenance and double encrypted data base



Application Server
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Application Server
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Selected Challenges (Operation)

® How to ensure safe environment on the medical center (client) side?
— Security depends on secrecy of password (and security code) — only known by medical center
— Limitation: No malware or (insider) attacker present on local machine?

. Trust model: Medical centers are aware of secure configuration and operation of hardware
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How to ensure safe environment on the medical center (client) side?

® No malware or (insider) attacker present on local machine?
®  Medical centers are aware of secure configuration and operation of hardware?

~,

SecPasslnput:

Password  —— \\ Application Server Content stored in UInt8Array
Security Code e e .
[A2[3[e[s[6[7[e[o[0[-[=[ = |
. w it uli
User access via e e Ea e 8 L L
Browser encrypted i [z[x[c[v[b]n]m 1 [=1=]
: Type PW lete, not
with TLS ype ar-1d (fe e‘e not send | ]
- . . . % e Chromium (Linux)
Question: Is it possible to reconstruct Password ~ § —s- Chromium (Linux, on-screen keys)
Key from local memory via targeted attack? g - ek g
E 2 —— Firefox (Linux, on-screen keys)
— Malicious application on Client frequently b
Dump memor 0
p y éab z}aﬁ §<9 éeb 03‘.\‘5\ ,}‘é\ oe’?'b Qe@b
. . 2 A & 'S O O
Analyzing swap files \y“ & @{\c}f}\@ & & & @f’éo
(= s @b o
& & @

Cold boot attack (memory remanation) o & Wichmann, 2022
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How to ensure safe environment on the medical center (client) side?

® No malware or (insider) attacker present on local machine?
®  Medical centers are aware of secure configuration and operation of hardware?

~,

Password —

Security Code e

®  Question: Is it possible to reconstruct Password
Key from local memory via targeted attack?

— Malicious application on Client frequently

Dump memory

Analyzing swap files
Cold boot attack (memory remanation)
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Application Server

SecPasslnput:
Content stored in UInt8Array

User access via
Browser encrypted

Type PW, send, and
programmatically clear memory

'S

ha

# of matches

——

——

—— Firefox (Linux, on-screen keys)

Chromium (Linux) .
~=— Chromium (Linux, on-screen keys)

Firefox (Linux)

Wichmann, 2022



Privacy-Preserving Design and Operation of Medical (Research) Registers
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Selected Challenges
®  PANDA approach for device studies (stents, balloons) in neuroradiology (strokes fﬂﬂﬂﬁ;ﬂﬂﬁt{erium
and aneurysms) und Energie
— Decentralized storage, ready for (federated) machine learning approaches
— Prepare for upcoming Research Data Law (data usage without informed
consent)
® Conclusions and future research directions
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PANDA approach for device studies (stents, balloons) in neuroradiology

Hospital 1

Universal Study
Hardware

Query, k

Request

Hospital 3

=
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Medical
Research Centers

Large number of Centers (Hospitals) allows an
increased number of cases into the Research Data

Informed Consent as a legal requirement for the
inclusion of Study Participants (Patients)

Data records remain in Centers

Approach to distributed gathering of research data
needed for a concrete research question

Adaptive k-anonymous response from centers
Limited number of (similar) requests

Makes use of privacy-respecting federated learning
and secure multi-party computation (SMPC)

Identity DB
Personal Data

Register DB
Medical Data




Agent k creator

B Central definition of requested variables, their range
and their granularity
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PANDA hardware architecture in Hospitals
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Hospital 1
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®  PANDA Server (universal study hardware) can be
inspected and monitored by IT operators of Hospital

" PIll data remain in Hospitals
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= ) |
@ —— |
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Employing SMPC for Decentralized Anonymisation

"  Preliminary work [Mohammed et al., 2010] is very efficient, however round-based and insecure

"  Proposal of an extended algorithm for Decentralized Anonymization

" Top-down approach by [Mohammed et al., 2010]
— Begin with fully generalized data (e.g., AGE = ANY, SEX = ANY, ...)

— One specialization per round (e.g., split ages < 76 and >= 76) based p, (Leader)
on count statistics gathered via secure sum protocol

— Specialize until each possible specialization would violate k-anonymity
®  Count statistics Pn
— How many records are contained in each equivalence class?
— For each equivalence class: How many records would be in sub-classes if this class was specialized?

{ 't (45220, { ANY, ANY
age: {'0:75': 36539, '76:120': 8681},
sex: {'Female': 14695, 'Male': 30525}
'} <76, ANY | [>=76,ANY|| ANY,m || ANY,f
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Leaking data in the basic protocol

27

Final count statistics leak data to the leading party

[Mohammed et al., 2010]

This leaks more information than necessary which can break the k-anonymity guarantees

completely, e.g., when combined with a background knowledge attack
Secure sum protocol insecure, when parties p;_; and p;,1 collaborate

25-28, ANY

25-26, ANY|

27-28, ANY| | 25-28, m

25-28, f

T

(6, {

age: {'25-26"': 2, '27-28': 4},
sex: {'f': 1, 'm': 5}

1}

Sex

ANY
ANY
ANY
ANY
ANY
ANY

Age

25-28
25-28
25-28
25-28
25-28
25-28

Cancer Diagnosis

Breast
Lungs
Brain
Testicle
Lungs
Skin



Alternative Approach

Secure Sum Protocol
® Each party has an input value x;

®  We want to learn the sum of all inputs
without disclosing single inputs

P2
s=17 X, =3
p1 (Leader) s =20
X1 = 5,1" =12
s =27 P3

X3=7

28

Secure Multiparty Computation

Each party has an input value x;

We want to learn if the sum of all inputs is larger
than k without disclosing single inputs or the sum
itself




A Slmple SMPC Protocol [Lindell 2020. Secure Multiparty Computation (MPC)]

Arithmetic Circuits

" Arithmetic circuits (comprised of multiplication and addition gates) are built over a finite field Z,, with
p > nfor n being the number of parties.

" Arithmetic circuits are Turing complete, so any function can be represented via these circuits.

B B

Addition gate Multiplication gate
Example
b2
X2
- /.\
X5 (x1 + x5) * x3 f(xq, %2, x3)
‘ (x1 + x2) * x3 :
X3 P1 P3

29 X1 X3



Conclusions and future research directions
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Using general SMPC frameworks is possible, but can have a large overhead in communication and
computation

— might be acceptable in the concrete scenario since this protocol has to be performed exactly once
for a data set to be published afterwards

Overall: very high complexity of Medical Research Registers due to legal requirements
— Ethical approval

— IT security concept, Privacy concept, Role concept, Risk assessment
— Privacy Impact Analysis (PIA) (within KI-SIGS, BMWI)

New research project (BMBF, 2023-2026): AnoMed
— Benchmarking of Anonymization standards for Medical Data
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