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As privacy protection mechanisms are not nec-
essarily visible to the user it is hard to demon-
strate their effectiveness. We present several
visualizations, which can be used for that pur-
pose.

1 Introduction

Privacy protection mechanisms have to be inte-
grated into applications, frameworks, and ser-
vices. Many of these mechanisms work with-
out the user noticing anything. When such
mechanisms are in effect in the background, a
demonstration of their effectiveness might prove
difficult.

In this paper we present different visualizaitons
that can be used to demonstrate the effective-
ness of privacy protection mechanisms for doc-
ument storage services. Document storage ser-
vices can be used by multiple users in order to
store their documents or files. Documents are
usually tied to a user’s account and are identi-
fied uniquely per user by their name and path.
Lots of personal information can be inferred
from data stored in such a service. Operators
can abuse this information or it can unintention-
ally get leaked. Privacy protection mechanisms
can be integrated to protect personal informa-
tion.

However, demonstrating the effectiveness of
such mechanisms by showing the contents of
the database or log entries of the service is hard
to comprehend. We therefore present several
visualizations with the aim to make the effect

of some protection mechanism more compre-
hensible.

2 Setting

In order to be able to demonstrate the effec-
tiveness of such protection mechanisms we have
developed a document storage, which can imi-
tate a malicious service operator. This is done
by collecting as much information as possible,
including traffic data like IP addresses, geolo-
cation of networks, and metadata like file sizes.
The history of each document is preserved, so
that even if a client issues a request to delete
the document to the service, the serivce opera-
tor will still be able to access the file afterwards.
He reports to the client, that the file has been
removed, so from the client’s perspective the
service functions normally. The document stor-
age is offered as a web service, which can be
accessed using a REST-style API. Each HTTP
request will be logged completely.

As the service including the visualizations or
introspection APIs might be publicly accessi-
ble on the Internet, this behavior would violate
privacy regulations of most countries. There-
fore, the malicious behavior of the service is
only enabled if the client opts in by setting
the X-AppPETs-BadProvider: 1 HTTP header.
Additional HTTP headers are used to determine
ground truth, e. g., if the identity of the client is
protected by a specific mechanism, the identity
can be provided additionally. This allows to
evaluate the accuracy of heuristical inference
attacks.
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Figure 1: Visualizaton of files of different sizes belonging to two user accounts.
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Figure 2: Visualizaton of files of different sizes, where the file’s owner is not known.

The visualizations are offered as web pages by
the service and supports animations as well as
interactions.

3 Scenarios

We discuss some selected scenarios and present
mock-ups for possible visualizations.

3.1 Content and Metadata

A document storage without privacy protection
mechanisms stores the files as they are. They
are tied to the account of the file owner.

The state of the document storage service can
be visualized as a tree map [3]. The files are
rectangular leaf nodes and their size is derived
from the file’s size. Files are grouped by the
user account of their owner, as depicted in fig. 1.
Additional metadata will be displayed when
clicking on a file node, such as a preview of
the content as well as a link to download the
original file. Metadata of files could be used for
further visualizations, in order to demonstrate
what a service operator can learn about its
users if they have access to the files contents.

Possible visualizations with differing effects on
the data subjects (file owners) are presented by
Harkous et al. [4] and Krause [7].

3.2 Traffic Data

We further assume that content and metadata
are protected in a way, that the service provider
can not link them to specific user accounts, e. g.,
as presented by Blochberger [1]. The file sizes
and file identifiers will be kept, so that differ-
ences can be spotted. The same previous visu-
alization method can then not group files per
user account anymore, as depicted in fig. 2.

We assume that the client communicates di-
rectly with the service. A malicious service
operator can now link the files by the client’s
IP address, e. g., if Alice has the IP address
2001:db8::a and Bob has the IP address
2001:db8::b, the grouping can be restored as
depicted in fig. 3. Note that the server might
not know which IP address belongs to Alice or
to Bob. The address can still be used to deduce
which files belong to the same user.

The IP addresses can also be used to see where
Alice and Bob where located when they mod-

2



2001:db8::a

File 2
3.5 MiB

File 1
4 MiB

File 3
5 MiB

2001:db8::b

File 4
14 MiB

Figure 3: Visualizaton of files of different sizes, grouped by the sender’s IP address.
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Figure 4: Visualizaton of files of different sizes, grouped by the sender’s IP address. All senders
use the same proxy server.

ified or retrieved files. As depicted in fig. 6,
Alice interacted with a file 1 in Hamburg, then
moved to Berlin and interacted with files 2 and
3. Bob is located in Nuremberg. A similar vi-
sualization based on EXIF metadata of photos
has been proposed by Krause [7].

We want to protect the client’s IP addresses as
well and use two different methods for this pur-
pose to highlight their differences from the ser-
vice’s perspective. First, the same proxy server
with the IP address 2001:db8::1 is used for all
clients, e. g., as presented by Panchenko et al.
[8]. All users are in the same anonymity group.
The service operator now only sees a single
sender IP address, as depicted in fig. 4, which
is quite similar to fig. 2. Second, an anonymous
communication network is used, e. g., Tor or
JAP. It is used in a way, that each request is
sent through a different IP address with the
prefix 2001:db8:1. The information derived as
depicted in fig. 5 cannot be used to reliably link
files to either Alice or Bob.

The problem is not solved however, as different
1Map taken from https://pixelmap.amcharts.com

methods can be used to link multiple requests to
the same user. Proxies usually attach additional
traffic data that allows linkage, as presented
by Perino, Soriente, and Varvello [9]. Eckersley
[2] present fingerprinting techniques based on
HTTP headers, and Husák et al. [5] present
such techniques for TLS connections.

4 Demonstrator

An open source key-value storage service has
been implemented in Python, which can be
used to store documents2. Visualizations have
been implemented with D3.js JavaScript library
and are accessible through the service directly.
Not all the proposed visualizations have been
implemented as described at the time of writing.
In addition to visualizations an introspection
API was added that can be used to retrieve the
data collected by the service. This can be used
to realize visualizations on the user’s device.

2AppPETs/PrivacyService: Implementation of privacy-
friendly services: https://github.com/AppPETs/
PrivacyService
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Figure 5: Visualizaton of files of different sizes, grouped by the sender’s IP address. The senders
use an anonymization service that uses a different IP address for each request.
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Figure 6: A map1 showing the locations where
files were uploaded.

5 Conclusion

Several visualizations have been proposed and
a demo service was developed which implement
some of these visualizations. A user study
should be performed in order to validate that
the visualizations are helpful in understand-
ing effects of privacy protection mechanisms on
document storage services.

Additional information could be collected from
the client as well, which would allow creating

even more helpful visualizations of data process-
ing and data protection mechanisms. One exam-
ple of visualizing data flows for an application
was proposed by Kani-Zabihi and Helmhout
[6].

The visualizations presented in this paper as
well as visualizations from related work could
also be used for interactive privacy policies as
they might be able to explain complex data
processing and protection mechanisms in a com-
prehensive manner.
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