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Abstract. Establishing resilient communication infrastructure is one of
the most prominent and vital requirements for both victims and rescue
teams after every disaster. While today’s life style heavily depends on
modern communication technologies, experiences have shown that these
technologies are extremely susceptible to massive natural catastrophes
such as hurricanes or earthquakes. In this paper, we survey the litera-
ture and extract a list of design guidelines for post-disaster resilient com-
munication infrastructure, which we believe should be brought into the
existing disaster management standards in order to become applicable
during the extreme conditions after each disaster. Based on the provided
guidelines, we present a proof of concept communication scheme taking
advantage of vehicular ad-hoc networks. Through experimental analysis
on the impact of radio range in post-disaster communication infrastruc-
ture, we show its applicability to real-world scenarios.

Keywords: Resilient Networks, Post-Disaster Management, VANET, Design
Guidelines, Radio Range

1 Introduction

Every day activities of each individual in today’s society are heavily dependent on
the Internet and its underlying communication networks. This degree of depen-
dence along with the ever increasing demand for new technologies has changed
many aspects of human life style. While these changes have provided numerous
benefits for human being, they may become problematic in the face of disasters,
especially, natural catastrophes that may cause loss of life, property damage and
shutdown of the electrical grid system [4]. The tendency of today’s technology
toward heavy usage of cellular networks as the main communication infrastruc-
ture along with the utilization of cloud-based services for processing and storage,
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imposes significant drawbacks to the post-disaster rescue operations. Experience
has proved that the cellular networks are one of the most susceptible networks
to natural disasters and their recovery may take days or even months [10, 14].
Also, the recovery of electrical grid system is not achievable in the first few hours
after the disaster, which has direct impact on dis-connectivity of several areas of
a city/country leading to di�culties in normal functioning of rescue team [17].
Meanwhile, the battery of smart phones which are the only widely available de-
vices carried by each individual can only last for a few hours, and infrastructure
(i.e., base stations or switching centers) may be destroyed. Thus, in most sce-
narios the communication is not possible for victims during the invaluable first
few hours after the disaster which may cause further damages [14].

Modern technology has also replaced some devices, while their applicability
during disasters has been well-known since the early 1980s. For example, people
tend to use Internet-based radio applications instead of utilizing legacy FM
radio devices that were widely available few years ago. This simple evolution has
led to almost total withdrawal of those devices from the shelves which poses a
serious disadvantage for post-disaster rescue operations. However, an emergency
self-powered FM transmitter could have been utilized to broadcast emergency
messages to pocket-sized battery-operated FM radio receivers of victims. It is
also noteworthy to mention that, even if these FM radio receivers were available,
they only provide one-way communication.

Establishing a basic level of two-way communications between victims and
rescue teams is critical. For example, a simple “I am alive” message that has the
geo-location of the sender can expedite search and rescue operations. Moreover,
knowing the number of victims in a specific area helps decision makers to manage
their available resources in an optimal way. Internet and cellular network outage
which is mostly inevitable in the aftermath of natural disasters causes the in-
ability of victims to get emergency notifications. To tackle this issue, researchers
proposed the usage of ad-hoc networks as an alternative communication infras-
tructure in emergency situation [14]. In this paper, we first (in Section 2) review
the literature on existing ad-hoc communication infrastructures that could be
used in post-disaster recovery. Then, in Section 3, we propose a list of design
guidelines that are essential to any resilient communication infrastructure for
post-disaster rescue operations. We further discuss the limitations that the de-
sign of such systems faces. Considering the proposed design guidelines, we believe
that Vehicular Ad-hoc NETworks (VANETs) are the best options in providing
a resilient infrastructure (as also proposed by research community). Although,
some researchers [12] argue about the di�culties of forming a network between
the vehicles and the pedestrians, we show that in a post-disaster situation, ve-
hicles are the best candidates in easing the communication between the victims
and the rescue team. We provide a proof of concept system model in Section 4,
and show its applicability in real-world scenarios through experimental analy-
sis (Section 5). Finally, in Section 6 we provide some concluding remarks and
outlines direction of future research.
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2 Post-Disaster Device-to-Device Communication

There are several studies in the literature that propose the usage of wireless
ad-hoc networks and device-to-device (D2D) communication (between di↵erent
smart devices, e.g., smart phones, vehicles and wearable devices) in a situation
that network infrastructure, such as Internet and cellular network, is not avail-
able. Each of these studies concentrate on di↵erent aspects of ad-hoc networks,
e.g., routing, interoperability and security, and their application in disaster re-
covery scenarios. In what follows, we review the main representative research
studies in this context, and later in Section 3, we extract and propose design
guidelines for post-disaster resilient communication.

In [14], the authors provided a survey on the usage of multihop ad-hoc
networks in disaster management, considering di↵erent ad-hoc communication
models, i.e., Mobile Ad-hoc NETwork (MANET), Vehicular Ad-doc NETwork
(VANET), Delay Tolerant Network (DTN), Wireless Sensor Network (WSN),
Wireless Mesh Network (WMN), Radio-Frequency IDentification (RFID), and
TErrestrial Trunked RAdio (TETRA). Here, we give a brief overview of the
advantages and disadvantages of each of the existing proposals (for detailed in-
formation refer to [14]). In MANET scenario, the participating nodes in the
network either broadcast a message, or unicast to a specific destination. Several
research studies have concentrated and evaluated routing and broadcasting al-
gorithms in MANET considering disaster scenario. The wireless technology that
can be used in MANET is either Wi-Fi (IEEE 802.11a/b/g) or Bluetooth (IEEE
802.15.1).

Similar to MANET, in VANET vehicles can broadcast a message or unicast
the message to a destination. However, in VANET, vehicles have high mobility
and they use di↵erent wireless technology (i.e., IEEE 802.11p) for communica-
tion. An important di↵erence between MANET and VANET is nodes energy
consumption: while nodes in MANET use the wireless transceivers that are de-
signed for low consumption, in VANET the vehicle’s wireless transceivers can
be charged by cars’ batteries and last for a long period of time. An important
point to be considered for the usage of VANET in disaster scenarios is that still
several vehicles do not support the protocols introduced for communication in
VANET, and may not able to talk to each other. Researchers have proposed sev-
eral routing and broadcasting approaches in order to improve message delivery
and users localization in emergency situation

Another candidate for disaster scenarios is DTN, which is using the same
wireless technology as MANET (i.e., Wi-Fi or Bluetooth). In such networks, the
data is sent from one node to another in the form of small units called Bundles.
An important feature of the DTN is the ability of the nodes to store the mes-
sages in a bu↵er and forward them to another node whenever possible. Several
researchers have evaluated the performance of opportunistic networks in terms
of message delivery ratio, energy e�ciency and overhead of the routing protocols
in disaster area. TETRA [2], a wireless private technology introduced by ETSI
for emergency and security services, could have been another good candidate for
post-disaster recovery, however, it is not compatible with other wireless technolo-
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gies such as Wi-Fi and Bluetooth. As explained in [14], MANET, VANET, and
DTN are good candidates for post-disaster recovery, while WSN is suitable for
pre-disaster detection. Moreover, WMNs can be considered as a backbone net-
work to provide connectivity to Internet, or Wireless Local Networks (WLAN)
in disaster scenarios.

In [10] the authors proposed several requirements for a disaster recovery net-
work to be taken into account: easy to deploy and operate, durable until restor-
ing the normal infrastructure, interoperable with other networks and protocols
(e.g., public switched telephone network), free of charge communication, net-
work coverage, ability to support heterogeneous tra�c types, su�cient capacity
to handle sessions generated by both the victims and the rescue team, opera-
ble with cost e↵ective equipment to be delivered to the victims, support both
outdoor and indoor scenarios, and precise localization. Based on these require-
ments, the authors proposed a Portable Disaster Recovery Network (PDRN) to
support communication, not only, between the rescue team members but also
victim-to-rescue team, and victim-to-victim. In particular, they proposed the us-
age of wireless networks and considered several di↵erent entities in the network,
i.e., access points (both fixed and mobile), gateway nodes, specific DRN Phone
(DRNP), and command center.

In [12], Nishiyama et. al. focused on required network technologies, in partic-
ular routing and storing technologies, for a relay-by-smart-devices network. They
proposed an intermittent-group-based information exchange between the vehi-
cles and pedestrians in an area, by grouping neighboring devices. The motivation
behind their proposal is di↵erent mobility patterns of pedestrians and vehicles
which leads to high dynamicity in network/group formation between them. At
the first stage, the information sharing will be limited to the group, but the
groups can be expanded during time. Another multi-hop D2D communication
for disaster recovery is proposed in [17]. The authors proposed the usage of users’
mobile devices as a relay to forward the message of the victims and extend the
coverage of cellular network in the disaster area. In particular, they proposed
a flow-based routing to decrease the message delivery delay. In [7], the authors
proposed a victim localization method through smart phone. In this approach
the victims are able to monitor the environment and detect the occurrence of a
disaster by their smart phone, and relay an emergency help message along with
their location to rescue team or other people around themselves.

Several other research studies proposed a combination of di↵erent ad-hoc net-
works. A multi-hop D2D communication and message relaying through smart
phone is proposed in [11]. Taking advantage of both MANET and DTN, the
authors proposed a network of smart phones for message transmission through
Wi-Fi. Their proposal is mainly e�cient for environments that users are mo-
bile and the proposed routing algorithm is based on walking pattern of users.
They proposed switching between MANET and DTN mode based on mobil-
ity and remaining battery level, e.g., stationary smart phone users select the
MANET mode, while mobile users select the DTN mode. However, considering
post-disaster scenarios, most victims do not have mobility or very limited move-
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ments, so their proposal might not be suitable for such scenarios. Some other
researchers [16] considered also security and privacy implications of D2D com-
munications in disaster scenario. They proposed a secure VANET-based scheme
for disaster rescue operation. Considering several attack models, the authors
proposed the usage of public key encryption (identity based encryption) in or-
der to preserve the location privacy of the users. During disaster situation, key
authority is able to access the location information of the users.

Having explained the existing proposals for pos-disaster recovery solutions,
we observed that most of the D2D communication proposals are seeking for
specific models for routing, localization, relaying, etc. in emergency scenarios.
However, considering very basic equipment (FM transceiver) that exist in every
vehicle, mobile device and smartphone, one could think of a simple yet e↵ective
resilient post-disaster communication model that we will explain in Section 4.

3 Design Guidelines

In the face of unexpected natural disasters, many usual standards and norms
alter. Any system that intends to be helpful in that situation must include a
number of properties specifically designed for those situations. In this section
we extract a list of design guidelines, from the reviewed literature as well as
our own observations, that must be considered in order to provide a resilient
communication infrastructure for post-disaster rescue operations:

1. The system must operate in a fully distributed manner. Any centralized
approach no matter how resilient it is, may fail beyond recovery, since there
is no guarantee that the connection with the central authority or command
server will be available after disaster.

2. Instantly self-activated; the first few hours after disasters are the most cru-
cial moments for disaster response, particularly in search and rescue opera-
tions [10]. Thus, a post-disaster recovery system must be activated instantly
after the disaster to expedite such operations, without the need to be trig-
gered by an external entity (e.g., a command center).

3. Operable without electrical grid system; the system must be designed such
that it can provide its own power at least for a significant amount of time
after the disaster. In other words, it must be self-powered and also must con-
sume as low power as possible. Moreover, the system should be independent
from Internet or cellular network connectivity.

4. Applicable by smart phones or mobile devices; assuming that the smart
phones are the only devices that are widely available for victims in the midst
and the aftermath of the disaster. The system must provide an infrastruc-
ture such that it can be utilized by the existing smart phones and mobile
devices, without any additional hardware/software installation or complex
setup procedures.

5. Interoperable; the system should follow widely used standard protocols, such
that every individual or rescue team can connect to such system using the
(wireless) technologies that their devices support.
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6. Geographically widespread; the extent of the destruction cannot be pre-
dicted, so the system should cover as much disaster area as possible.

A system that claims to be applicable for post-disaster communication must
at least partially support all of the above design guidelines. However, some of
the above requirements are orthogonal. For example, the only standard widely
used communication technologies available in smart phones, and mobile devices
are Wi-Fi, Bluetooth, and cellular networks. On one hand, Wi-Fi and Bluetooth
technologies have limited connection range that restricts their coverage and have
high power consumption that depletes the device’s energy, on the other hand,
cellular networks are highly dependent on the electrical grid system and with
high probability are not available after disaster.

It is worth noting that there are also some limitations that must be considered
in the design of these systems:

– Revolutionary approaches for these systems are often too optimistic. It is
almost impossible to develop disaster-resilient communication technologies
and protocols that quickly substitute existing technologies and devices.

– When it comes to excessive costs of these systems not everyone is convinced
to pay. Thus, it is reasonable to assume that only a portion of target users
may adopt the system, nevertheless, the underlying infrastructure must en-
sure the establishment of a resilient communication for rescue operations.

– The existing standards for disaster recovery services (i.e., ISO/IEC 24762:2008,
ISO/IEC 27031: 2011), disaster management (i.e., ITU-T L.92 (10/2012)),
information security management (i.e., ISO/IEC 27001 and ISO/IEC 27002)
and post-disaster resilient network (German BSI-standard 100-4 [3]) need to
be reviewed in order to inherit the best of emerging smart technologies in
post-disaster recovery management, though their implementation and widely
adoption might be a↵ected by several di↵erent obstacles, such as national
cultures [15].

Beyond all these limitations, we believe that considering our proposed guide-
lines in the forthcoming information security and disaster recovery management
standards, will significantly improve the performance of post-disaster recovery
operations.

4 Resilient Post-disaster System Model

In this section we describe an example post-disaster system model, and following
our previously proposed design guidelines, we show how a combination of normal
VANET and DTN can provide a resilient communication infrastructure.

We consider a region (which can be a part of a city, or a city) in which
a natural disaster is happened. Our considered system model consists of the
following three entities:

1. Ordinary vehicles, which we call helper nodes. Public vehicles such as taxis
(cabs), police cars and other volunteer vehicles are good candidates to serve
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as helpers. We assume that usually after natural disasters, depending on the
extent of the destruction, vehicles either cannot move at all or they can move
at a very limited speed.

2. Victims, that have access to their smart phones/ mobile devices, are ran-
domly distributed in the disaster area.

3. Rescue teams, which are equipped with compatible communication devices,
including hand-held devices, ground-base vehicles (such as ambulances), or
aerial vehicles.

We assume that after the disaster, there is neither an active cellar network,
nor any base station or central controller which takes care of the communication
between the entities. We believe that helper vehicles can play a key role in the
communication infrastructure due to their important features: (i) they possess
internal batteries that can provide energy, which can last for a su�cient amount
of time after the disaster even when their engines are not running; (ii) they are
geographically distributed, in an ordinary day in an urban area usually there are
many vehicles parked everywhere; (iii) vehicles can perform the assigned task in
a fully distributed fashion. Assume that helper nodes are equipped with a simple
system named Emergency Relay System (ERS) that is directly attached to the
battery of the vehicle. The ERS is equipped with two di↵erent communication
technologies: (1) a low power medium range radio, and (2) a Wi-Fi access point.
Having ERS, the communication pattern between the three system entities (i.e.,
helpers, victims and rescue teams) will be as follows:

1. Low power medium range radio is utilized to establish a connection between
two helper nodes or between helper nodes and rescue teams.

2. Wi-Fi technology provides wireless connection between victims and helper
nodes.

Helper nodes operate in a fully delay-tolerant manner i.e., they forward their
messages whenever a connection exists, otherwise, they store the message and
then forward it upon connecting to another helper node or a rescue team. Delay-
tolerant networks have attracted many research studies in the course of past few
years [8]. However, there are various challenges that restrict the applicability of
these networks in real-world scenarios. First, the inherent nature of these net-
works imposes high delivery latency and/or data loss. Second, users are increas-
ingly concerned about their privacy and having control over their data, which
hinders the popularity of these networks. Our system, however, can utilize such
networks despite the aforementioned drawbacks since in emergency situations
some aspects of the privacy of the users maybe sacrificed in order to save them
from greater risks. For example, the location of the victim must be publicly re-
vealed in order for every rescue team to be able to help the victim. The helper
nodes have the following advantages:

– They can broadcast emergency messages received from the rescue teams to
the victims. In such a case, the helper node can play the role of a Wi-Fi
access point for the victims.
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– Each helper node can automatically count the number of connected victims
and send an alert along with the geo-location of victims to the rescue teams
(localization of the victim can be performed simply using the existing Wi-Fi
triangulation method [9]).

– Helper nodes can relay messages received from victims toward the rescue
teams, through single-hop or multi-hop path.

Figure 1 shows various communication patterns that exist among the con-
tributing parties in the proposed approach, i.e., single-hop or multi-hop commu-
nication between the helper nodes and the rescue team (i.e., ambulance, heli-
copter, etc), as well as the victims’ smart phone and the rescue team.

Helper

 node

Helper

 node

Smart phones 

of victims / 

rescue team

Fig. 1: Communication patterns among various parties in the proposed approach.
The dashed line depicts communication based on low power medium range radio

The presented simple model conforms with the proposed design guidelines.
The system is fully distributed in the sense that each vehicle can operate with-
out relying on other vehicles. Each message is forwarded in an opportunistic
multi-hop routing fashion [5], which enables the routing of messages even in the
presence of multiple failed nodes. Figure 2 depicts an example of such multi-
hop routing scheme. The ERS is designed such that it always remains in active
mode, i.e., the services o↵ered by the ERS are always available. Although this
feature satisfies the condition of being “instantly self-activated”, however, it may
be abused by malicious users in non-emergency situations. A malicious user can
utilize such system to conduct a Denial-of-Service (DoS) attack [18] on the ERS
to keep the system busy and finally depletes the battery of the vehicle. To rem-
edy such issue and preserve the fairness of the system, the system must accept
a certain amount of messages in a given time interval and also keep a log which
contains the identities (such as MAC address) of every connected device for
further inspection. Being attached to the battery of vehicle makes the system
independent of the electricity grid system. A typical automotive battery can
provide the energy of the ERS for several hours even when the vehicle engine is
not running.

The proposed scheme is also applicable by smart phones since the ERS pro-
vides widely available Wi-Fi technology for helper-victim communications. The
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Fig. 2: An example of multi-hop routing in the proposed approach. The smart
phone passes its message to a helper node. Helper nodes finally deliver the mes-
sage to a rescue team using opportunistic relaying of the message. The small
blue circle shows the radio range of the smart phone, while the big gray circles
show the radio range of the helper nodes.

only problem is that the e↵ective range of Wi-Fi is restricted to few hundred
meters [6]. In order to increase the availability of the approach, the number of
helper nodes must be increased. Obviously, by increasing the number of helper
nodes the geographical coverage of the areas that have access to the system also
grows. Thus, deploying a su�cient amount of helper vehicles in each urban area
guarantees the availability of the proposed system in every vicinity of that area.
The presented model is operable even when only a few number of helper nodes
exist. Our experiments (Section 5) show that indeed a wide area can be covered
using a small subset of helpers. The approach is also evolutionary in the sense
that it is not necessary for every victim or vehicle to adopt a new technology
or device. The system can provide its features with a portion of users and the
availability of the system increases as the number of helper nodes increases.

It is worth mentioning that, although several security and privacy attack
scenarios could have been considered in this system model, such as the one
in [16], but, during an emergency condition, all the participating entities could
be considered as trusted, since the first priority in such a system is survival of
the victims. Moreover, any security related processing, such as message encryp-
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tion, will impose further computation overhead, battery consumption, and delay,
which are not desired in emergency situation.

5 Experimental Analysis

In order to evaluate the presented resilient network, we realized in a prototype.
Our main focus was on developing the ERS and its helper-to-helper commu-
nication technology. We utilized a Raspberry Pi as a platform for the ERS.
Raspberry Pi is a credit-card-sized single-board computer equipped with 700
MHz ARM processor. We developed the regarding software using Python pro-
gramming language. A high gain 100mW wireless USB adapter was used to
provide the victim-helper Wi-Fi communication and a long range energy e�-
cient Blutooth module was used for the helper-to-helper and helper-to-rescue
team communication that provides hundreds of meters e↵ective connectivity
range [1]. The system was attached to the battery of a vehicle using an e�cient
voltage converter. Experiments showed that the system lasted for several days
in a fully operational mode while the engine of the vehicle was not running.

5.1 Experimental Results

using a real-world data set, a data set of mobility traces of taxi cabs in San
Francisco, USA, we evaluated the presented communication system. It contains
GPS coordinates of approximately 500 taxis collected over 30 days in the San
Francisco Bay Area [13]. Figure 3 shows the map of the area. For our purposes we
assume that when two taxis encounter, i.e., become in each others’ radio range,
they exchange their stored messages in an opportunistic fashion. Figures 4 and
5 illustrate the experimental results. It is worth noting that, in our experiments
we only consider the e↵ect of radio range on network coverage, since all the other
metrics such as delay, message delivery and performance in VANET, DTN, and
MANET have been extensively studied in the literature [14]. The only missing
parameter in the literature is radio range which is important to be considered,
since it highly a↵ects the network coverage.

Figures 4(a)-(d) show the e↵ect of helper’s radio range on the average number
of neighboring helpers i.e., the average number of helper nodes that reside in each
others’ radio range for di↵erent time slots. Evaluating the number of neighboring
helpers is important since it implicitly shows the number of alternative routes
that each node has toward the rescue teams and vice versa. It is also important to
observe the variation of this parameter during di↵erent hours of day since some
of the natural disasters cannot be predicted e.g., earthquakes. As shown in the
figures as the radio range expands the number of neighbors grows significantly. It
is also evident from the figures that the average number of neighbors is slightly
larger during midnight hours.

Figures 5(a)-(b) present the e↵ect of helper’s radio range on two di↵erent
parameters. Figure 5(a) shows the variation of average covered area when radio
range varies. As shown in the figure as the radio range expands the average
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Fig. 3: Map of San Francisco Bay Area acquired from Google Maps

covered area grows significantly which suggests that, more victims can connect
to the system and send and receive emergency messages. As the helpers are
scattered in the area, they are not always fully connected i.e., they are partitioned
in di↵erent connected components. Although this means that each helper node
may not be able to send its message to every other node, however, smaller
number of connected components suggests that it is su�cient for a rescue team
to encounter with at least one helper node from each of these few components to
be able to send and receive emergency messages to/from all of the helper nodes.
As shown in the Figure 5(b) the average number of such components decreases
significantly when the range increases.

6 Conclusion

In this paper, we provided a list of design guidelines for resilient communica-
tion infrastructures for post-disaster rescue operations. We surveyed the existing
proposals for multi-hop device-to-device (D2D) communication in disaster sce-
narios. Then, we proposed some design guidelines for establishing a resilient
network. Considering a D2D communication model, adopting vehicle-to-vehicle,
and vehicle-to-victim scenarios, we provided a simple proof of concept for our
proposed design guidelines. Through experimental analysis on a real-world data
set we illustrated an approximation of the required radio range versus the desired
range of coverage. An interesting future research direction could be standard-
ization of the integration of D2D opportunistic and ad-hoc network models in
post-disaster recovery management.
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(a) For helper-to-helper radio range
equal to 500 meters
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(b) For helper-to-helper radio range
equal to 1000 meters
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(c) For helper-to-helper radio range
equal to 1500 meters
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Fig. 4: Average number of neighboring helper nodes for various communication
ranges in various time slots of a day
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