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Test	websites and rank	them according
to their security and privacy	features
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Motivation
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Who	knows that …	you are on	welfare?
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THE	NEW	
NORMAL?

🤔



Existing Website	Scanning	Services
focus on	single sites
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https://www.ssllabs.com/ssltest 5observatory.mozilla.org ·	securityheaders.io · urlscan.io



https://www.sit.fraunhofer.de/de/track-your-tracker https://webbkoll.dataskydd.net/en 6



are targeted at	server operators
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use a	pre-defined rating scheme

Existing	Scanning	Services	…

Description Modifier

HSTS	preloaded 5

HSTS	header	max	age	≥	6	months 0

HSTS	header	max	age	<	six	months -10

HSTS	header	not	implemented -20

HSTS	header	cannot	be	set,	as	site	
contains	an	invalid	certificate	chain -20

https://github.com/mozilla/http-observatory/blob/master/httpobs/docs/scoring.md



PrivacyScore	has	a	different	focus.

Objective:	public	rankings	to	create
incentives	for	operators	to	improve	
privacy	and	security	on	their	site.

Visitors	can	upload	annotated	lists
of	websites and	influence	the	ranking	
according	to	their	preference	(soon™).

All	code	open	source (GPLv3+),
all	results	published	as	open	data.
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USER-DEFINED
ATTRIBUTES

Are	the sites of
large cities worse
than those of
smaller cities?

Any regional differences for
websites of,	e.g.,	universities?

?



Ranking	and Detailed Results

Four	categories	of	checks
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Encryption	to	
Website	No	Tracking Encryption	to	

Mailserver

Protection	
Against	Other	

Attacks



Public
Ranking
(as of Oct 2017)

change sort order



detailed
results
of a	site





Predefined	analyses
for more	transparency
(under	development)
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Top	20	Cities

Known	

Trackers

Third	Party	

Servers

Third	Party	

Cookies Web:	HTTPS Mail:	STARTTLS

Hamburg 40 81 49 no	redirection minor	issues
Berlin 22 37 17 minor	issues no	TLS	1.2

Leipzig 6 10 5 no	redirection minor	issues
München 5 11 3 enforces	HTTP	! minor	issues
Bremen 4 13 3 minor	issues no	TLS	1.2

Dresden 3 8 4 no	redirection minor	issues
Düsseldorf 2 3 3 certificate	issue check	timed	out
Hannover 2 3 1 minor	issues minor	issues
Köln 2 3 1 enforces	HTTP	! minor	issues
Stuttgart 1 7 2 no	redirection minor	issues
Bielefeld 1 2 0 no	redirection minor	issues
Bonn 1 1 0 check	timed	out minor	issues
Duisburg 0 4 0 no	redirection check	timed	out
Essen 0 2 1 minor	issues minor	issues
Wuppertal 0 2 0 minor	issues minor	issues
Münster 0 0 0 minor	issues no	TLS	1.2

Dortmund 0 0 0 no	TLS	1.2 minor	issues
Nürnberg 0 0 0 no	TLS	1.2 minor	issues
Bochum 0 0 0 minor	issues minor	issues
Frankfurt 0 0 0 minor	issues minor	issues
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adnxs.com googlesyndication.com
mxcdn.net adsafeprotected.com
tealiumiq.com youtube.com
mookie1.com		adform.net criteo.com
adtech.de google-analytics.com
gstatic.com truste.com oms.eu
tiqcdn.com adnet.de mathtag.com
refinedads.com stickyadstv.com
googleapis.com smartadserver.com
doubleclick.net theadex.com m6r.eu		
mpnrs.com adition.com fqtag.com
2mdn.net		intelliad.de ioam.de
meetrics.net turn.com fonts.com
cloudfront.net mp-success.com
sascdn.com adscale.de nuggad.net
content-recommendation.net […]

operated
by media
agencies



Top	20	Cities

Known	

Trackers

Third	Party	

Servers

Third	Party	

Cookies Web:	HTTPS Mail:	STARTTLS

Hamburg 40 81 49 no	redirection minor	issues
Berlin 22 37 17 minor	issues no	TLS	1.2

Leipzig 6 10 5 no	redirection minor	issues
München 5 11 3 enforces	HTTP	! minor	issues
Bremen 4 13 3 minor	issues no	TLS	1.2

Dresden 3 8 4 no	redirection minor	issues
Düsseldorf 2 3 3 certificate	issue check	timed	out
Hannover 2 3 1 minor	issues minor	issues
Köln 2 3 1 enforces	HTTP	! minor	issues
Stuttgart 1 7 2 no	redirection minor	issues
Bielefeld 1 2 0 no	redirection minor	issues
Bonn 1 1 0 check	timed	out minor	issues
Duisburg 0 4 0 no	redirection check	timed	out
Essen 0 2 1 minor	issues minor	issues
Wuppertal 0 2 0 minor	issues minor	issues
Münster 0 0 0 minor	issues no	TLS	1.2

Dortmund 0 0 0 no	TLS	1.2 minor	issues
Nürnberg 0 0 0 no	TLS	1.2 minor	issues
Bochum 0 0 0 minor	issues minor	issues
Frankfurt 0 0 0 minor	issues minor	issues

some results
may be wrong

BETA



14 Aug 27 Oct Delta

Piraten 0 0 –

Linke 0 1 ‼

Die PARTEI 0 0 –

CDU 1 1 –

Grüne 1 2 ‼

SPD 1 0 J

FDP 2 2 –

AFD 4 4 –

CSU 5 38 ‼

NO.  OF  KNOWN  TRACKERS
Visualizing	changes	
over	time	to	track
progress	(under
development)

⁉

All	submitted	websites	are	
rescanned	periodically.



Fraction with NoTrack Fraction with EncWeb 17darker is worse

Geographic	analysis
of	university	sites
uncovers	regional
peculiarities (under
development)



PrivacyScore	also	checks	for
typical	information	leaks

http://www.xxxxxxxxxx.bg/phpinfo.phpREDACTED

5.5.9-1ubuntu4.22
is the current version‼

Try	to retrieve …

/phpinfo.php
/.git/	and /.svn/
/server.key
/backup.sql
/server-status/

[…]
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More	than	20	lists	so	far

Health	insurers

Universities

Political	parties

Authorities

Municipalities

Hospitals

Data	protection	authorities

Global	Top	500	(moz.com)

Internet	Service	Providers

Banks

News	Sites

CCC	Erfas /	Chaostreffs […]



Ethical
Considerations

Aren’t	you	helping	the	bad	guys?																									dual	use

We	don’t	want	to	overload	servers.																					rate	limiting

20

1

2



Legal
Considerations
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Legal	considerations for running
PrivacyScore	(in	Germany)
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1 Websites	are analyzed
without consent of owners

2 Results are interpreted and
used to obtain a	ranking

3 Rankings	are published on
the PrivacyScore	website

M	Maaß,	A.	Laubach,	D.	Herrmann:
PrivacyScore:	Analyse	von	Webseiten	auf	Sicherheits- und	Privatheitsprobleme	– Konzept	und	rechtliche	Zulässigkeit.
GI	INFORMATIK	2017,	Workshop	Recht	und	Technik:	https://arxiv.org/abs/1705.08889	(2017)

Received one abuse report
since June	2017	after	scanning
a	mailserver.

Whitelisting policy:Wemay
stop scanning upon	request,
but	publish this fact on	the site.



PrivacyScore:	test and rank	websites
according to security and privacy	features

Creates transparency,	awareness,
and incentives for site operators

What checks would you want to see?

Upload	your own lists today!

Prof.	Dr.	Dominik	Herrmann										@herdom https://dhgo.to/pw17-slides

Summary


