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Outline

§ Extend	of	the	data	collection
§ Motivation	for	data	collection
§ Ad	exchanges	and	real-time	bidding	
§ Targeting	methods
§ Tracking	methods
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Extend	of	the	data	collection:	browsing	history
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Extend	of	the	data	collection:	web	searches
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Extend	of	the	data	collection: spendings

§ Enterprises	share	
transaction	data	for	
conversion	tracking
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Extend	of	the	data	collection:	location	and	social	data
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The	data	broker	Acxiom

§ data	sets	on	approx.	
700	million	consumers1

§ over	3000	propensities
for	U.S.	consumer1

1 Acxiom	Corporation	Annual	Report	2014

Risk	of	data	leakage!
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Motivation	for	data	collection

Example for a	campaign in	Google	AdWords

Budget Cost Impressions Clicks Conver. Ø Cost per	click Ø Cost per	conver.

1 5	€/	day 120,02	€ 7.149 246 140 0,49	€ 0,86	€
2 5	€/	day 11,57	€ 1.250 47 23 0,25	€ 0,50	€
3 5 €/	day 48,93	€ 17.328 195 35 0,25	€ 1,40 €

Evidence	for	
effectivity

Evidence for 
efficency

Detection of
click fraud

Validation	of statistics difficult for advertiser
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Ad	exchanges	and	real-time	bidding	

AdvertiserPublisher Ad	exchangeSupply-side
platform

Demand-side
platform

1.	Advertising	space

4.	Advertisement

3.	Auction

User

2.	Information	flow
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Behavioral targeting
§ Intent	to	increase	the	conversions-rate
§ Statistical	methods	such	as	A/B-test	lead	to	an	identification	of	relevant	

characteristics
§ More	precise	user	profiles	allow	to	test	more	characteristics
§ Higher	bids,	if	a	higher	conversion-rate	is	assumed

Test	group 1 Test	group 2

Example:
Correlation between gender and conversions-rate?
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Targeting	by	an	email	address
§ Email	addresses	are	used	to	define	the	audience	of	an	ad	campaign

(see	AdWords	Customer	Match)

User	 Advertiser defines
audience by their
email	addresses

Publisher

1.	visits

2.	Advertisement
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Online	tracking

Customer data are shared with trackers
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Tracking	based	on	cookies
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Tracking	based	on	technical	fingerprints

„Here	are	some	examples	of	the	device	information
we	collect:”1

1 Facebook	Data	Policy
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Cross-device	and	cross-user	tracking



17

Behavior-based	tracking

§ Experimental results
– Up	to 85%	of	all	browsing	sessions	can	be	linked	to	specific	users1
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1 Dominik	Herrmann,	Christian	Banse,	and Hannes	Federrath.	"Behavior-based tracking:	
Exploiting characteristic patterns in	DNS	traffic." Computers	&	Security	39	(2013).
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Tracking	header

http://
www.
example.
com

Tracking	
Header

HTTP-request
of a	user

User	profiles

Online	service

Thrid-parties such	as
VPN	services,	ISP,	...
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Offline	tracking
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Offline	tracking:	Calls

Advertiser
such	as locksmith
or delivery service

Unique	trackable
phone numbers

040123...

040456...

040789...

Online	Campaign 1

Online	Campaign 2

Flyer	Campaign

User Multiple	marketing
campaigns

§ Call	statistic	allows	an	campaign-level	performance	analysis
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Offline	tracking:	store	visits

User
(location tracked)

Advertiser
with

local store

1.	Online
advertisment

Data	broker
2.	Report	of
store visits

§ Data	broker	tracks	geolocation	of	user
§ Data	broker	matches	store	visits	with	displayed	ads
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Offline	tracking:	store	sales

User
(known payment

credentials)

Advertiser
with

local store

1.	Online
advertisment

Data	broker
2.	Analysis	
of customer
transactions

§ Data	broker	matches	customer	transactions	with	displayed	ads
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Conclusion

§ Precise	user	profiles	increase	the	performance	of	advertisements

§ Selection	of	single	users	by	identifiers	such	as	email	addresses	

§ Tracking	arrives	in	local	stores
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