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Who	learns	what	about	me?



Who	learns	what	about	me?



Existing	Scanning	Services



https://webbkoll.dataskydd.net/en/



https://www.ssllabs.com/ssltest/



https://securityheaders.io/



https://observatory.mozilla.org/



https://www.htbridge.com/ssl/



https://https.jetzt/



https://scotthelme.co.uk/alexa-top-1-million-analysis-feb-2017/



https://dataskydd.net/kommuner-201611/



https://heise.de/-2390692



Existing	scanning	services
• mainly	useful	for	admins who	want	to	check	their	own	site
• some	provide	APIs,	some	perform	regular	rescans
• typically	do	not	offer	access	to	whole	database and	history
• only	very	few	datasets	are	publically	available



(to	be	released	“soon”)



Goals	of	PrivacyScore

Improve	privacy	for	consumers	by	
publicly	exposing	“opportunities	for	
improvement”	found	by	automatically	
scanning	websites.

Increase	motivation	for	providers	to	act	
by	publishing	results	as	a	benchmark	
with	their	peers.

Provide	an	easily	accessible	tool	for	
federal	data	protection	officers.

Targets: websites	run	by	corporations,	
government	and	NGOs

Crowdsourcing: everyone	should	be	
able	to	set	up	a	new	benchmark (list	of	
sites)	at	any	time.

Analyze	at	SSL,	HTTP	headers,	3rd party	
cookies	– and	much	more.

Automated	rescans of	lists

Private	benchmarks

Provide	basis	for	arbitrary	queries:
• Do	Bavarian	schools	perform	better	
than	schools	in	Hamburg?

• Private	vs.	public	banking	sector



Arbitrary	columns	allow	to	
group/aggregate	results.

Private	lists	won’t
show	up	publically

alternative:
CSV	upload



Lightweight	design:
no	user	management

List	creators	receive	a	token	
(can	edit/delete	their	list).



Lists	are	immutable

but	new	lists	can	be	
derived	from	them



Full	text	search

Most	recently	added	lists

directory-like	access
also	conceivable



Overview	of	a	benchmark



Results	of	a	single	page







Comparisons	over	time









Who	knows	that	I	am	visiting	
www.spiegel.de or	that	I	am	
sending	them	an	e-mail?



Architecture



OpenWPM
• https://github.com/citp/OpenWPM
• Uses	Selenium	to	instrument	Firefox



testssl.sh
by	Dirk	Wetter



testssl.sh
by	Dirk	Wetter



MongoDB



(Lots	of)	Future	Work



Planned	Checks	1

• SSL:	http	URL	redirects to	https?

• SSL	handshake of	web	and	mail
server	(first	MX	record)
• Protocols	(TLS	1.2?)
• Weaknesses	(Heartbleed,	…)
• Handshake	(PFS,	…)

• Certificate
• Common	Name	==	hostname?
• Certificate	expired?
• key	length	“sufficient”?
• signature	algorithm
(no	MD5,	no	SHA-1)

• HTTP	headers related	to	security

• Strict-Transport-Security

• Content	Security	Policy	

• X-XSS-Protection

• X-Frame-Options

• X-Content-Type-Options

• Subresource Integrity

• HTTP	Public	Key	Pinning

• Referrer-Policy



Planned	Checks	2

• First	and	Third	party	hostnames
• look	up	in	disconnect.me tracking	

protection	list	(local	DB)

• correlate	with	Google	Safebrowsing
list	(partly	local,	may	require	lookup)

• Browser	fingerprinting	employed	
by	first/third	parties

• All	data	stays	in	Germany?
• geolocation	of	webserver	and	

mailserver (first	mx)
• using	MaxMind GeoLite2	(with	a	

local	DB)

• Server	software	outdated?	
• bonus:	look	up	matching	CVEs	based	

on	version	in	banner	string	J



Open	Questions	



Open	Questions	1

• Even	more	checks?

• How	to	visualize results?

• What	propertiesmight	be	
interesting	for	data	mining?	
• country,	state,	public/private,

#	of	employees/citizens

• standardize	some	of	the	labels?

• Calculate	ratings:	A+,	A,	B
• weights	for	checks	needed

• alternative:	provide	fraction	of	
passed	checks

• Global	public	hall	of	(sh|f)ame?
• Top	Lists	for	Third	Parties and	

Cookie-setting	Third	Parties

• Should	we	implement	all	checks	
ourselves	(have	keep	it	up	to	
date)	or	tap	APIs	of	other	
scanners (privacy	issue)?

• Should	we	perform	the	scan	if	
robots.txt disallows	automated	
retrieval?



Open	Questions	2

Bootstrapping:	Populate	portal	
with	interesting	lists	before	launch
• all	German	“gov”	domains
• universities,	schools,	cities
• health	insurers,	“netdoktor.de et	al.”
• banking	sites
• (free)	webmailers

Publicity: reached	out	to	digital-
courage.de and	German	Data	
Protection	Commissioners
Who	else	should	know?

https://de.wikipedia.org/wiki/Liste_der_Gro%C3%
9F-_und_Mittelst%C3%A4dte_in_Deutschland

github.com/robbi5/german-gov-domains

Ethical	issues?

Research	questions:	assess	how	
providers	react	if	confronted	with	
the	results
• personal	communications
• security	improvements	(duration)
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