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For common Internet Crime Schemes see http://www.ic3.gov/crimeschemes.aspx 2
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Media	reports	about	security	revolve	around	fear,	uncertainty,	and	doubt.
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Many	vulnerabilities	could	be	avoided,	if	vendors	followed	best	practices	and	
security	management	standards.
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https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/good-
practices-recommendations/at_download/fullReport



Problem:	Best	practices	are	often	abstract	and	of	organizational	nature.
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https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/good-
practices-recommendations/at_download/fullReport

integrate	cybersecurity	in	corporate
governance

implement	a	strategy addressing	ho-
listically cyber	security	&	safety	risks

implement	risk	mgmt. for	cybersecu-
rity in	multi-stakeholder	environments	
incl.	contractors	and	dependencies

clearly	and	routinely	specify	their	
cyber	security	requirements

annually	review	cybersecurity	process-
es,	practices	and	infrastructures	

create	products/solutions that	match	
the	cybersecurity	requirements of	end-
users

collaborate	in	the	development	of	IPT-
specific	standards and	apply	them	to	IPT	
solutions

develop	a	trusted	information	sharing	
platform on	risks	and	vulnerabilities

provide	security	guidance for	systems,	
products	and	solutions

OPERATORS MANUFACTURERS



As	more	and	more	data	is	stored	and	processed,	securing	data	against	attacks	
becomes	more	important.

https://www.schneier.com/blog/archives/2016/09/organizational_1.html 6
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The	Classical	Engineering	Perspective

PROACTIVE	SECURITY
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Weakness	1: Out	of	sight,	out	of	mind



Exploiting	known	vulnerabilities	is	still	a	very	successful	attack	vector.
Vendors	and	users	fail	to	patch	their	software	in	a	timely	manner.

http://www.wired.co.uk/news/archive/2016-04/06/panama-papers-mossack-fonseca-website-security-problems 9

Mossack Fonseca	ran	old
Outlook	Web	Access	(2009),
Drupal	(2013,	25	vulns)

Heartbleed (2014)
128k	vulnerable	devices	in	9/2016



http://bc.ctvnews.ca/security-flaw-lets-smartphone-users-hack-transit-gates-1.2852464 10

UltraReset attack	on	MiFare Ultralight	(New	Jersey	&	San	Francisco,	2012)
…	still	works	in	2016	(Vancouver)
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Weakness	2: Fools	with	tools	…	don’t	know	their	trade



Due	to	unawareness,	carelessness,	and	haste,	vendors	ship	products	with	
embarrassing	security	holes,	for	instance	in	user	authentication.

http://heise.de/-3248831	and http://heise.de/-3308004 12

ABUS,	Blaupunkt,	Lupus
alarm	systems	(2016):

insecure	default	passwords
can	be	disabled	without	the	PIN

also:
Loxone Smart	Home (2016)



Many	industries	are	currently	learning	how	to	do	security	properly.

http://www.hotforsecurity.com/blog/vulnerability-in-vaillant-heating-systems-allows-unauthorized-access-5926.html 13

Vaillant heatings (2015):

authentication	and	password
check	performed	by	a	Java
applet	in	the	user’s	browser
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Weakness	3: Underestimating	the	adversary



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.

http://www.forbes.com/sites/thomasbrewster/2015/02/02/bmw-door-hacking/ 15

BMW	ConnectedDrive (2015)	

– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked	
SMS	to	the	car



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.
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BMW	ConnectedDrive (2015)	

– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not	protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked
SMS	to	the	car

“No	one	is	able	to	…”
– reverse	engineer	the	hard-
ware	where	the	key	is	stored

– set	up	a	fake	GSM	network	
to	send	an	SMS	to	the	car



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.
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BMW	ConnectedDrive (2015)	

– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not	protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked	
SMS	to	the	car

Researchers	just	did	it.
– reverse	engineer	the	hard-
ware	where	the	key	is	stored

– set	up	a	fake	GSM	network	
to	send	an	SMS	to	the	car



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.

http://fortune.com/2016/08/11/volkswagen-car-remote-warning/ 18
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Weakness	4: Outsourcing	security	to	vendors	…
…	can	get	out	of	hand	quickly



The	RFID	tickets	used	for	public	transport	in	Berlin	stored	the	last	10	waypoints,	
which	could	be	used	to	create	personal	location	profiles	of	commuters.

http://glm.io/118226 20

– operators	denied	the	leak	until	proven	wrong
– claimed	that	tracking	was	enabled	by	vendor

without	their	knowledge
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Weakness	5: Social	Engineering



High-profile	frauds	heavily	rely	on	social	engineering.

http://www.securityweek.com/austrian-firm-fires-ceo-after-56-million-cyber-scam	
https://www.leoni.com/en/press/releases/details/leoni-targeted-by-criminals/ 22

“Fake	President	Fraud”

also:	“Spear	Phishing”



Consumers	have	privacy	rights,	e.g.	to	access	and	delete	their	personal	data.	
Handling	requests	is	very	frustrating	for	consumers	and	vendors.

http://arxiv.org/abs/1602.01804 23

We	conducted	a	field	study	with	
150	apps	and	120	websites.

Even	after	the	second	mail
only 1	in	2	vendors	complied.

1	in	4	website	owners	could	be	
tricked	into	sending	the	data
to	a	different e-mail	address.

Most	vendors	deleted	our	
accounts	without	prior	
confirmation.
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A	More	Recent	Approach

REACTIVE	SECURITY

The	Classical	Engineering	Perspective

PROACTIVE	SECURITY



It	is	difficult	to	track	down	proficient	adversaries.

https://bitcoin.org,	https://torproject.org 25

anonymized
communications

cryptographic
currencies
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not	all	hackers
are	equal

intrusion	
detection

emergency	
protocols

3	CONSIDERATIONS	FOR	REACTIVE	SECURITY

find	anomalies
(logging	&	audits)

operations	and	
communications

blackhats vs.
whitehats



Vendors	often	miss	the	opportunity	to	collaborate	with	security	researchers.

https://www.schneier.com/blog/archives/2013/08/scientists_bann.html 27

opportunity	for	vendors
bugs	uncovered	by	the	
security	community



Vendors	often	miss	the	opportunity	to	collaborate	with	security	researchers.

https://www.cnet.com/news/judge-orders-halt-to-defcon-speech-on-subway-card-hacking/ 28

opportunity	for	vendors
bugs	uncovered	by	the	
security	community



As	a	result	there	is	a	flourishing	black	market	for	security	vulnerabilities.
In	response,	the	software	industry	has	started	to	set	up	bug	bounty	programs.
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opportunity	for	vendors
bugs	uncovered	by	the	
security	community

black	market	
for	zero-day	exploits

white	market
bug	bounty	programs



Consider	attacks	on	confidentiality,	integrity,	
and	available	of	your	(customers’)	data.

Learn	from	attacks	on	others	and	avoid	
common	mistakes	in	proactive	measures.

Prepare	to	react	to	security	incidents	and	
collaborate	with	the	security	community.

1

2

3

TAKE-AWAY	MESSAGES
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