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DAILY	NEWS:	THE	GENIE	IS	OUT	OF	THE	BOTTLE	– WE	ARE	DOOMED
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https://www.schneier.com/blog/archives/2016/03/data_is_a_toxic.html 5

data	will	become
the	oil	of	the	21st century

Big
Data

Data
Leaks

Meglena Kuneva
EU	Consumer	Commissioner

data	has	become
a	toxic	asset,	a	liability

Bruce	Schneier



In	the	last	decade	we	have	witnessed	many	high-profile	data	leaks.
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Large	number	of	high-profile	data	leaks

www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/



Data	leaks	have	an	interesting	property:	collateral	damage	that	affects
(1)	citizens	and	(2)	contractors	of	the	victim.

http://futurezone.at/digital-life/datenleck-20-000-wiener-linien-kunden-betroffen/158.677.940 7



Collateral	damage	allows	data	leaks	to	be	monetized.

http://www.csoonline.com/article/2996883/data-breach/talktalk-hit-by-data-breach-and-ransom-demand.html 8

THEN NOWHACKING
“for	the	lulz” for	profit

2015



Two	recent	developments	help	adversaries get	away	with	their	demands.

https://bitcoin.org,	https://torproject.org 9

for	profit

anonymized
communications

crypto-
currencies

collateral
damage leverage
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How	did	the	genie	get	of	out	the	bottle?

FIVE	WEAKNESSES
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Weakness	1: Out	of	sight,	out	of	mind



Exploiting	known	vulnerabilities	is	still	a	very	successful	attack	vector.
Vendors	and	users	fail	to	patch	their	software	in	a	timely	manner.

http://www.wired.co.uk/news/archive/2016-04/06/panama-papers-mossack-fonseca-website-security-problems 12

Mossack Fonseca	ran	old
Outlook	Web	Access	(2009),
Drupal	(2013,	25	vulns)



http://bc.ctvnews.ca/security-flaw-lets-smartphone-users-hack-transit-gates-1.2852464 13

UltraReset attack	on	MiFare Ultralight	(New	Jersey	&	San	Francisco,	2012)
…	still	works	in	2016	(Vancouver)
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Weakness	2: Fools	with	tools	…	don’t	know	their	trade



Due	to	unawareness,	carelessness,	and	haste,	vendors	ship	products	with	
embarrassing	security	holes,	for	instance	in	user	authentication.
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Maginon webcams (2015)

1. bypasses	firewall	of
DSL	router	via	UPnP	

2. comes	with	empty
default	password

thousands	of	cameras sold	at	ALDI	and	Hofer



Insecure	devices	can	now	be	discovered	by	everyone	within	short	time	by	
querying	specialized	search	engines	like	shodan.io.
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Maginon webcams (2015)

1. bypasses	firewall	of	DSL	
router	via	UPnP	

2. comes	with	empty	
default	password



Many	industries	are	currently	learning	how	to	do	security	properly.

http://www.hotforsecurity.com/blog/vulnerability-in-vaillant-heating-systems-allows-unauthorized-access-5926.html 17

Vaillant heatings (2015):

authentication	and	password
check	performed	by	a	Java
applet	in	the	user’s	browser
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Weakness	3: Underestimating	the	adversary



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.
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BMW	ConnectedDrive (2015)	

– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked	
SMS	to	the	car
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– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not	protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked
SMS	to	the	car

“No	one	is	able	to	…”
– reverse	engineer	the	hard-
ware	where	the	key	is	stored

– set	up	a	fake	GSM	network	
to	send	an	SMS	to	the	car
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because	of	wrong	assumptions.
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BMW	ConnectedDrive (2015)	

– all	cars	used	the	same	
cryptographic	key

– communication	with	BMW	
servers	was	not	protected

Impact: car	doors	could	be	
unlocked	by	sending	a	faked	
SMS	to	the	car

Researchers	just	did	it.
– reverse	engineer	the	hard-
ware	where	the	key	is	stored

– set	up	a	fake	GSM	network	
to	send	an	SMS	to	the	car



https://www.fau.eu/2015/11/03/news/research/an-easy-target-for-hackers,	 	http://www.theinquirer.net/inquirer/news/2451793/gchq-intervenes-to-prevent-catastrophically-insecure-uk-smart-meter-plan 22

proposal	to	use	same	crypto-
graphic	key	on	53	mn.	devices



Insecure	designs	result	from	software	developers	making	poor	decisions	
because	of	wrong	assumptions.

https://www.fau.eu/2015/11/03/news/research/an-easy-target-for-hackers,	 	http://www.theinquirer.net/inquirer/news/2451793/gchq-intervenes-to-prevent-catastrophically-insecure-uk-smart-meter-plan 23

proposal	to	run	banking	app
and	TAN	app	on	the	same	phone

proposal	to	use	same	crypto-
graphic	key	on	53	mn.	devices
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Weakness	4: Relying	on	software	libraries	…
…	can	get	out	of	hand	quickly



The	security	of	cloud-based	and	mobile	applications	relies	on	encrypted	
communications that	is	often	handled	by/in	third-party	software	libraries.
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Recurrent	theme: failure	to	validate	SSL	certificates 2012

Found	to	be	vulnerable:
Amazon’s	EC2	Java	library,	Amazon’s	
and	PayPal’s	merchant	SDKs,	
osCommerce,	ZenCart,	Ubercart,	and	
PrestaShop,	Chase	mobile	banking,	
Apache	Axis,	Axis	2,	Codehaus XFire,	
and	Pusher	middleware



Vulnerabilities	in	software	libraries	are	concerning	due	to	(1)	their	large	impact	
and	(2)	the	fact	that	it	takes	longer	until	the	patch	reaches	end	users.

26

AFNetworking
(2015)

Sparkle	Updater	
(2016)
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Weakness	5: With	big	data	comes	big	responsibility



Problem	1:	Consumers	have	privacy	rights,	e.g.	to	access	and	delete	their	
personal	data.	Handling	requests	is	very	frustrating	for	consumers	and	vendors.

http://arxiv.org/abs/1602.01804 28

We	conducted	a	field	study	with	
150	apps	and	120	websites.

Even	after	the	second	mail
only 1	in	2	vendors	complied.

1	in	4	website	owners	could	be	
tricked	into	sending	the	data
to	a	different e-mail	address.

Most	vendors	deleted	our	
accounts	without	prior	
confirmation.
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We	conducted	a	field	study	with	
150	apps	and	120	websites.

Compliance	will	become	important	
with	upcoming	EU	General	Data	
Protection	Regulation (high	fees)

Opportunity:	operators	could	
delegate	the process	of	handling	
privacy-related	requests	to	(cloud)	
service	providers in	the	future.

Even	after	the	second	mail
only	1	in	2 vendors	complied.

1	in	4	website	owners	could	be	
tricked	into	sending	the	data
to	a	different e-mail	address.

Most	vendors	deleted	our	
accounts	without	prior	
confirmation.



Famous	case:
The	pseudonymizedNew	York	Taxi	Dataset

Pseudonymization of	license	plate	and	Taxi	ID	with	hash	function	(not	effective)

Problem	2:	Misconceptions	about	the	effectiveness	of	anonymization and	
pseudonymi-zation results	in	inadvertent	disclosure	of	sensitive	personal	data.

30

71B9C3F3EE5EFB81CA05E9B90C91C88F,	 		98C2B1AEB8D40FF826C6F1580A600853,
VTS,		5,		,	 2013-12-03	15:46:00,		2013-12-03	16:47:00,		1,		3660,		22.71,
-73.813927,		40.698135,
-74.093307,		40.829346

MD5(	9Y99	) MD5(	5296319	)

GPS	coords



Problem	2:	Anonymization and	pseudonymization are	difficult	and	may	result	
in	inadvertent	disclosure	of	sensitive	personal	data.
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Implications for	vendors	and	integrators



Many	vulnerabilities	could	be	avoided,	If	vendors	followed	best	practices	and	
security	management	standards.
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https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/good-
practices-recommendations/at_download/fullReport



Problem:	Best	practices	are	often	abstract	and	of	organizational	nature.

34
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/good-
practices-recommendations/at_download/fullReport

integrate	cybersecurity	in	corporate
governance

implement	a	strategy addressing	ho-
listically cyber	security	&	safety	risks

implement	risk	mgmt. for	cybersecu-
rity in	multi-stakeholder	 environments	
incl.	contractors	and	dependencies

clearly	and	routinely	specify	their	
cyber	security	requirements

annually	review	cybersecurity	process-
es,	practices	and	infrastructures	

create	products/solutions that	match	
the	cybersecurity	requirementsof	end-
users

collaborate	in	the	development	of	IPT-
specific	standards and	apply	them	to	IPT	
solutions

develop	a	trusted	information	sharing	
platform on	risks	and	vulnerabilities

provide	security	guidance for	systems,	
products	and	solutions

OPERATORS MANUFACTURERS



Furthermore,	it	is	challenging	to	determine	which	security	measures	to	
implement	with	what	priority.	The	utility	of	measures	is	difficult	to	assess.

https://www.enisa.europa.eu/activities/cert/other-work/introduction-to-return-on-security-investment/at_download/fullReport 35

Popular	metric:
Return	on	Security	Investment	(ROSI)

Calculation	relies	on	good	estimates for
– annual	loss	expectancy
– mitigation	ratio



In	too	much	discourse,	truth	is	lost:	Statistics,	organizational	measures	and	
paper	audits	distract	from	the	source	of	vulnerabilities:	the	source	code.

36

internal	code	reviews penetration	testing

opportunity	for	vendors
bugs	uncovered	by	the	
security	community

expensive	and
limited	coverage



Vendors	often	miss	the	opportunity	to	collaborate	with	security	researchers.
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internal	code	reviews penetration	testing

opportunity	for	vendors
bugs	uncovered	by	the	
security	community

expensive	and
limited	coverage



As	a	result	there	is	a	flourishing	black	market	for	security	vulnerabilities.
In	response	vendors	in	the	software	industry	have	set	up	bug	bounty	programs.
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internal	code	reviews penetration	testing

opportunity	for	vendors
bugs	uncovered	by	the	
security	community

expensive	and
limited	coverage

black	market	
for	zero-day	exploits

white	market
bug	bounty	programs



Cloud	computing,	mobile	apps,	and	big	
data	increase	the	impact	of	attacks

We	will	see	more	high-profile	attacks	
until	industry	takes	security	seriously.

Vendors	should	accept	the	help	of	the	
security	community.

1

2

3

TAKE-AWAY	MESSAGES
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