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2014 US state of cybercrime survey [CER14]

Participants who experienced an insider
incident

Electronic crimes, that were more
costly or damaging
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Infosecurity Magazine [Inf12]
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State of the art

Catching Inside Attackers Slide 5 of 17



Non-technical countermeasures

– Common sense guide [Sil+12]
– Main focus on motivations, opportunities and employee

training
– Derived from control domains specified in Annex A of ISO

27001
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Technical countermeasures

• Network-based approaches
– Honeypots and honeytokens [Spi03]
– Network traffic collection and analysis (ELICIT) [MS07]

• Host-based user profiling
– Unix commandline activities [Sch+01]
– MS Windows process table and window titles [Gol03]
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Integrated approaches

– Classical security audit data & psychological data [GF10]
– Insider threat indicator ontology & processable operational

context data from Human Resources [Cos+15]
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Future research
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Missing bits and bytes
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Consistent definitions Universal datasets

Evaluation and comparision Detection vs. prevention



Prevention possible?

• Post-mortem detection

• Attribution

• Efficient techniques (i. e. anomaly
detection)

• Reliable data sources
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Existing work False-positives Detection

Honeypots [Spi03] - -
ELICIT [MS07] .015 .840
Unix [Sch+01] .014 .394

.067 .693
Windows [Gol03] - -
Psychology [GF10] - -
Ontology [Cos+15] - -



Prevention possible?

• Post-mortem detection

• Attribution

• Efficient techniques (i. e. anomaly
detection)

• Reliable data sources
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Veracity
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Veracity [Gol12]
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Challenges
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Data protection

Privacy ←→ Detectability

• Data protection laws

• Misuse for surveillance

• Long time periods

• Linkability of behaviour to
individuals

• Obfuscation

• De-anonymisation for
anomaly detection

• Attribution

• Inside attacker
identification

y Revocable anonymity under certain conditions
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Evaluation of detection / prevention techniques

• Data capture in production environments?

• Impact of anonymisation/filtering on countermeasures?

• Resembling the real world?

y Synthetically generated datasets
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Prospects

2014 US State of Cybercrime Survey

“Only 49% of all respondents have a plan for responding to insider
threats.” [MSP14]

WiK/ASW Sicherheits-Enquête 2014/2015

43% of the surveyed 160 security experts don’t have strategies to
counter or exacerbate data leakage. [WiK15]
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Lao Tzu
“If you do not
change direction,
you may end up
where you are
heading.”

Comprehensive definitions and consistent terms

Universal datasets of inside attacker activities
→ Comparable evaluation

Insider attack detection via the veracity concept

Tradeoff between privacy and detectability
→ Revocable Anonymity under certain conditions

ezimmer@informatik.uni-hamburg.de
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