
Let the Crowd Fight Crime: 
enabling users to stay safe in cyberspace 

Dr. Dominik Herrmann 
University of Hamburg 
 
Berlin, August 28, 2015 
International Summer Academy 2015 organized by Studentenforum im Tönissteiner Kreis e.V. 



For common Internet Crime Schemes see http://www.ic3.gov/crimeschemes.aspx 2 

Postdoctoral researcher @ University of Hamburg (DE) 
working on security, privacy, online tracking, forensics 
Junior Fellow of German Informatics Society (GI) 



Cyber crime is on the rise! 
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Or merely a hype spurred by fear mongering? 



Future critical infrastructures and cyber-physical systems at risk. 
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… as well as most organizations with an online presence. 



This workshop focuses on cyber crime targeting citizens and end users. 

For common Internet Crime Schemes see http://www.ic3.gov/crimeschemes.aspx 5 

How are we as citizens affected by cyber crime? 
 
How can academia, industry and policy makers 
empower citizens to better proctect themselves? 

-  industrial 
espionage 

-  media and 
software piracy 

-  drug trafficking 

Other cybercrime topics 
-  e-commerce 

fraud 
-  state-level 

surveillance 
-  cyber warfare 

We have to educate them! 



Many citizens have already become victims of cyber crime. 
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Have you? 

What are common types of cyber crime? 



How to fight cybercrime? 

http://rt.com/news/australia-nsa-snowden-surveillance-510  –  http://arstechnica.com/tech-policy/2014/03/after-snowden-australias-cops-worry-about-people-using-crypto 7 

Current situation 
Today’s security measures 
do not prevent cybercrime 

 
we fail to track down 

criminals on the Internet 

Response of policy makers? 

„ 
The Australian Security Intelligence 

Organization (ASIO) is pushing for laws 
that would make telecommunications 

companies retain their customers’ web-
browsing data … as well as forcing web 

users to decrypt encrypted messages. 



How to fight cybercrime? 

http://rt.com/news/australia-nsa-snowden-surveillance-510  –  http://arstechnica.com/tech-policy/2014/03/after-snowden-australias-cops-worry-about-people-using-crypto 8 

Current situation 
Today’s security measures 
do not prevent cybercrime 

 
we fail to track down 

criminals on the Internet 

Response of policy makers – is dangerous and futile anyway. 

multi-stage attacks 
using stepping stones 



How to fight cybercrime? 
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Current situation 
Today’s security measures 
do not prevent cybercrime 
 
 
Proposition 
We should not rely on 
law enforcement  to protect us 
from professional cyber criminals 
 
 
Consequence 
We will have to become 
more professional ourselves 

 
we fail to track down 

criminals on the Internet 
 
 
 

We should try to prevent 
crimes from happening 

in the very first place 
 
 
 

invest in awareness & better 
usability of security solutions 



How do professionals stay safe online? 

http://googleonlinesecurity.blogspot.de/2015/07/new-research-comparing-how-security.html 10 



THREAT 1: Malware 

11 



Experts have preached countermeasures for years. 
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-  updates your software 
-  do not click on suspicious links 
-  do not visit unknown websites 
-  antivirus and firewalls 
 
 
Why are they not effective? 

countermeasures ineffective  
ignorant users 
lazy users 
 



Distribution USB sticks, email, web browser, malicious apps 

Infection 
-  (0-day) exploits 
-  insecure 

configuration 
-  ignorance and 

laziness of users 

Payload 
-  send spam or participate in 

denial-of-service attack 
-  key logger stealing passwords 

and credit card numbers 
-  display advertisements 

Components of malware 
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… to avoid “drive-by downloads”. 

Best Practice 1: Visit only trustworthy sites. 



https://blog.malwarebytes.org/malvertising-2/2015/08/large-malvertising-campaign-takes-on-yahoo/ 
15 

Best Practice 1: Visit only trustworthy sites – but that does not protect you. 
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Best Practice 2: Disabling automatic execution of Flash & Java – is effectice. 

(but you should also disable JavaScript) 
(and create a dedicated user account for surfing) 



Recent trend: with “exploit kits” malware is offered as a service. 

17 
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-Source-Code-Leak---The-End-or-Just-the-Beginning-of-RIG-/ 
c‘t 2015(18) p. 80 



Recent trend: with “exploit kits” malware is offered as a service. 

18 
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-Source-Code-Leak---The-End-or-Just-the-Beginning-of-RIG-/ 
c‘t 2015(18) p. 80 



The utility of antivirus software becomes questionable. 

19 https://www.hybrid-analysis.com/submissions and http://blog.dynamoo.com/ 



https://blogs.cisco.com/wp-content/uploads/CTB-Locker.png 20 

Recent trend: Ransomware 



Why is the Ransomware scheme so effective? 
 
… because many users fail to back up their data. 
[we discussed various online and offline solutions during the workshop] 

21 https://upload.wikimedia.org/wikipedia/commons/4/42/Portable_Hard_Disk_1TB_Western_Digital.jpg 

+ 



Spear Phishing: targeting invididual users to infiltrate organizations. 

22 



Protecting against targeted attacks is difficult – even for professionals. 

23 



Protecting against targeted attacks is difficult – even for professionals. 

24 

 
 
Root cause: 
Identities of persons and machines 
can be spoofed on the Internet. 
 
 



There is an effective, yet laborious defense against (spear) phishing. 

25 

Determine the real sender of mails. 
Determine owner and location of involved servers. 

Permanent vigilance. 



Worked example 1: PayPal Phishing 

26 derived from https://www.hvfcu.org/system/files/14/original/howtotellifaphish.pdf 



Worked example 1: analyse the email headers (to: paul@company.com) 

27 

Return-­‐path:	
  <tp-­‐verify@paypal.com	
  
Received:	
  from	
  mta01	
  (mta01.company.com	
  [10.10.4.5])	
  
	
  by	
  mss.company.com	
  (iPlanet	
  Messaging	
  Server	
  5.2	
  HotFix	
  2.04	
  (built	
  Feb	
  8	
  2005))	
  
	
  with	
  ESMTP	
  id	
  <0ITG00I5U@ms-­‐mss-­‐02.rdc-­‐xxx.company.com>	
  for	
  paul@company.com;	
  Sat,	
  21	
  Jan	
  2006	
  
	
  12:52:01	
  -­‐0500	
  (EST)	
  	
  

Received:	
  from	
  mx02.company.com	
  (mx02.company.com	
  [192.168.10.129])	
  
	
  by	
  mta01.company.com	
  (iPlanet	
  Messaging	
  Server	
  5.2	
  HotFix	
  2.04	
  (built	
  Feb	
  8	
  2005))	
  
	
  with	
  ESMTP	
  id	
  <0ITG00KX9ETXO2@ms-­‐mta-­‐01.rdc.company.com>	
  for	
  paul@company.com	
  (ORCPT	
  
	
  me@company.com);	
  Sat,	
  21	
  Jan	
  2006	
  12:49:18	
  -­‐0500	
  (EST)	
  	
  

Received:	
  from	
  vms0xxpub.verizon.net	
  ([206.46.252.xxx])	
  
	
  by	
  mx02.company.com	
  with	
  ESMTP;	
  Sat,	
  21	
  Jan	
  2006	
  12:51:48	
  -­‐0500	
  

Received:	
  from	
  syzygylist	
  ([85.186.221.yy])	
  
	
  by	
  vms01.paypal.net	
  (Sun	
  Java	
  System	
  Messaging	
  Server	
  6.2-­‐4.02	
  (built	
  Sep	
  9	
  2005))	
  
	
  with	
  ESMTPA	
  id	
  <0ITG00BEKEXM88E0@vms046.mailsrvcs.net>;	
  Sat,	
  21	
  Jan	
  2006	
  11:51:47	
  -­‐0600	
  (CST)	
  	
  

Date:	
  Sat,	
  21	
  Jan	
  2006	
  19:51:48	
  +0200	
  
From:	
  PayPal	
  Security	
  Center	
  <tp-­‐verify@paypal.com>	
  
Subject:	
  PayPal	
  Accounts	
  Management	
  !	
  
To:	
  Undisclosed	
  recipients:	
  ;	
  
Reply-­‐to:	
  no.reply@paypal.com	
  
Message-­‐id:	
  <0ITG00KX9ETXO2@vms046.mailsrvcs.net>	
  
MIME-­‐version:	
  1.0	
  
X-­‐MIMEOLE:	
  Produced	
  By	
  Microsoft	
  MimeOLE	
  V6.00.2600.0000	
  
X-­‐Mailer:	
  Microsoft	
  Outlook	
  Express	
  6.00.2600.0000	
  
Content-­‐type:	
  text/html;	
  charset=Windows-­‐1251	
  
Content-­‐transfer-­‐encoding:	
  8BIT	
  
X-­‐Priority:	
  1	
  
X-­‐MSMail-­‐priority:	
  High	
  
Original-­‐recipient:	
  rfc822;paul@company.com	
  



Worked example 1: analyse the email headers (to: paul@company.com) 
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Return-­‐path:	
  <tp-­‐verify@paypal.com	
  
Received:	
  from	
  mta01	
  (mta01.company.com	
  [10.10.4.5])	
  
	
  by	
  mss.company.com	
  (iPlanet	
  Messaging	
  Server	
  5.2	
  HotFix	
  2.04	
  (built	
  Feb	
  8	
  2005))	
  
	
  with	
  ESMTP	
  id	
  <0ITG00I5U@ms-­‐mss-­‐02.rdc-­‐xxx.company.com>	
  for	
  paul@company.com;	
  Sat,	
  21	
  Jan	
  
2006	
  
	
  12:52:01	
  -­‐0500	
  (EST)	
  	
  
Received:	
  from	
  mx02.company.com	
  (mx02.company.com	
  [192.168.10.129])	
  
	
  by	
  mta01.company.com	
  (iPlanet	
  Messaging	
  Server	
  5.2	
  HotFix	
  2.04	
  (built	
  Feb	
  8	
  2005))	
  
	
  with	
  ESMTP	
  id	
  <0ITG00KX9ETXO2@ms-­‐mta-­‐01.rdc.company.com>	
  for	
  paul@company.com	
  (ORCPT	
  
	
  me@company.com);	
  Sat,	
  21	
  Jan	
  2006	
  12:49:18	
  -­‐0500	
  (EST)	
  	
  
Received:	
  from	
  vms0xxpub.verizon.net	
  ([206.46.252.xxx])	
  
	
  by	
  mx02.company.com	
  with	
  ESMTP;	
  Sat,	
  21	
  Jan	
  2006	
  12:51:48	
  -­‐0500	
  
Received:	
  from	
  syzygylist	
  ([85.186.221.yy])	
  
	
  by	
  vms01.paypal.net	
  (Sun	
  Java	
  System	
  Messaging	
  Server	
  6.2-­‐4.02	
  (built	
  Sep	
  9	
  2005))	
  
	
  with	
  ESMTPA	
  id	
  <0ITG00BEKEXM88E0@vms046.mailsrvcs.net>;	
  Sat,	
  21	
  Jan	
  2006	
  11:51:47	
  -­‐0600	
  (CST)	
  	
  



Compare this to an authentic email from PayPal (to: mymail@exomail.to) 
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Received:	
  from	
  server.exomail.to	
  ([127.0.0.1])	
  
	
  	
  by	
  localhost	
  (amavisd-­‐new,	
  port	
  10024)	
  
	
  	
  with	
  ESMTP	
  id	
  j08NJ4	
  for	
  <mymail@exomail.to>;	
  
	
  	
  Wed,	
  15	
  Jul	
  2015	
  17:22:08	
  +0200	
  (CEST)	
  
Received:	
  from	
  mx2.slc.paypal.com	
  ([173.0.84.226])	
  
	
  	
  (using	
  TLSv1	
  with	
  cipher	
  DHE-­‐RSA-­‐AES256-­‐SHA	
  (256/256	
  bits))	
  
	
  	
  (No	
  client	
  certificate	
  requested)	
  
	
  	
  by	
  server.exomail.to	
  (Postfix)	
  with	
  ESMTPS	
  
	
  	
  for	
  <mymail@exomail.to>;	
  
	
  	
  Wed,	
  15	
  Jul	
  2015	
  17:22:07	
  +0200	
  (CEST)	
  



Worked example 2: query whois service 

30 



Worked example 2: query whois service for the domain 
e.g. http://www.heise.de/netze/tools/whois/ 

31 



Worked example 2: determine IP address 
e.g. https://www.dnswatch.info 

32 



Worked example 2: query whois service for the IP address 

33 



The crowd is effective: requesting take-down works most of the time. 

34 
Moore, Tyler, and Richard Clayton. "The impact of incentives on notice and take-down." Managing Information Risk and the 
Economics of Security. Springer US, 2009. 199-223. 

Who decides what to take down? 



Let’s call it in with the authorities. 

35 

Aug 12, 2015: I received spam. 
 
Unsubscribe link: 
http://some-site.com/ 
nomore.php?MailID=3148655 



Let’s call it in with the authorities. 

36 

Aug 12, 2015: I received spam. 
 
Unsubscribe link: 
http://some-site.com/ 
nomore.php?MailID=3148655 
 
Leaks personal data of all recipients (>3 million addresses). 

Determined that data protection 
officer in Schwerin is in charge. 
 
Aug 12, 2015: Notified DPO by mail. 
 
Aug 26, 2015: Ack. of receipt 
 
Web site is still online today (Aug 31, 2015)… 



INTERMEDIATE SUMMARY AND DISCUSSION 
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What needs to change 
so that citizens can fight (report) 
cyber crime more effectively? 



THREAT 2: Passwords 

38 



Weakness 1: Weak passwords 

39 

How do you generate 
your passwords? 



Most popular passwords (comparing rank in 2014 with 2013) 

40 http://splashdata.com/press/worst-passwords-of-2014.htm 

1.  123456 
2.  password 
3.  12345  ▲ 17 
4.  12345678  ▼ 1 
5.  qwerty  ▼ 1  
6.  123456789 
7.  1234  ▲ 9 
8.  baseball  new 
9.  dragon  new 
10.  football  new 
11.  1234567  ▼ 4  
12.  monkey  ▲ 5 
13.  letmein  ▲ 1 
 

14.  abc123  ▼ 9 
15.  111111  ▼ 8 
16.  mustang  new 
17.  access  new 
18.  shadow  
19.  master  new 
20.  michael  new  
21.  superman  new 
22.  696969  new 
23.  123123  ▼ 12 
24.  batman  new 
25.  trustno1  ▼ 1 



What happens if password 
rules are enforced? 

41 http://www.ibtimes.com/apple-icloud-breach-its-not-our-fault-hackers-guessed-celebrity-passwords-1676268 

1.  Password1 
2.  Princess1 
3.  P@ssw0rd 
4.  Passw0rd 
5.  Michael1 
6.  Blink182 
7.  !QAZ2wsx 
8.  Charlie1 
9.  Anthony1 
10.  1qaz!QAZ 
11.  Brandon1 
12.  Jordan23 
13.  1qaz@WSX 

1.  123456 
2.  password 
3.  12345 
4.  12345678   
5.  qwerty   
6.  123456789 
7.  1234   
8.  baseball   
9.  dragon   
10.  football   
11.  1234567   
12.  monkey   
13.  letmein 



What happens if password 
rules are enforced? 

42 http://www.ibtimes.com/apple-icloud-breach-its-not-our-fault-hackers-guessed-celebrity-passwords-1676268 

1.  Password1 
2.  Princess1 
3.  P@ssw0rd 
4.  Passw0rd 
5.  Michael1 
6.  Blink182 
7.  !QAZ2wsx 
8.  Charlie1 
9.  Anthony1 
10.  1qaz!QAZ 
11.  Brandon1 
12.  Jordan23 
13.  1qaz@WSX 

1.  123456 
2.  password 
3.  12345 
4.  12345678   
5.  qwerty   
6.  123456789 
7.  1234   
8.  baseball   
9.  dragon   
10.  football   
11.  1234567   
12.  monkey   
13.  letmein 



1.6% 

How popular are popular passwords? 

43 http://arstechnica.com/?p=600667 

1.  123456 
2.  password 
3.  12345 
4.  12345678   
5.  qwerty   
6.  123456789 
7.  1234   
8.  baseball   
9.  dragon   
10.  football   
11.  1234567   
12.  monkey   
13.  letmein 

2014 2011 

8.5% < 1% 



Many users underestimate the security of a password. 

44 

Online authentication 
1000 guesses/sec 

Offline cracking 
25 billion guesses/sec 



45 
https://xkcd.com/936/ 

Everyone can create a strong password. 



46 
https://xkcd.com/936/ 



47 
https://xkcd.com/936/ 

Now, it’s your turn. 
 
Come up with 3 passwords that contain 
5 common (short) English words each. 
 What is the problem 

with this approach? 



Best Practice 1: Create strong and memorizable passwords 

http://a.teall.info/dice/  –  http://www.rubin.ch/pgp/diceware.html  48 

Word 1:  choke 
Word 2:  goat 
Word 3:  adam 
Word 4:  above 
Word 5:  urban 
Word 6:  poem 



This approach is called Diceware. 

49 

Word 1:  choke 
Word 2:  goat 
Word 3:  adam 
Word 4:  above 
Word 5:  urban 
Word 6:  poem 

“choke goat adam above urban poem”  Resulting security level? 
 
If adversary does not know about Diceware… 
Number of lowercase passwords to try:  > 26(4.2 � 6 + 5) = 2.81 � 1042 

 
But what if the adversary knows you use Diceware… 
Number of words in Diceware list:  65 = 7776 
Number of Diceware passwords:  77766 = 2.21 � 1023 

 

6 words 
avg. length: 4.2 

5 spaces 

141 bit 

77 bit 



Try that yourself (later) 

50 

Make up some passwords and check 
whether they have been leaked already. 



Weakness 2: Using passwords on multiple sites. 

D. Florencio and C. Herley. A Large-Scale Study of Web Password Habits. Proc. WWW, 2007. 51 

Are you using one password 
on multiple websites? 

Why is re-use bad? 



Best Practice 2: Always use random, strong, and unique passwords! 
 
… has been questioned by recent research. 

http://research.microsoft.com/pubs/217510/passwordPortfolios.pdf 52 

Florêncio, Dinei, Cormac Herley, and Paul C. Van Oorschot. "Password portfolios and the finite-effort 
user: Sustainably managing large numbers of accounts." Proc. USENIX Security. 2014. 



Best Practice 3: Use a password manager. 

53 

Allows you to choose a unique and 
random password for every website. 
 
Secure your password store with a 
strong master password. 
 
Limitations? 
-  cannot prevent copy & pasted 

passwords being stolen by malware. 
-  compromise of master password 

has severe consequences 
-  cloud-based introduce additional risks, 

while local-only software loses portability. 



Beware of insecure commercial implementations! 

54 



Rule of thumb: stick to well-tested open source software. (like KeePassX) 

55 



Best Practice 4: Use two-factor authentication. 

https://paul.reviews/content/images/2014/Sep/two-factor-authentication-02.png 56 

Something 
you know 

Something 
you have 

Something 
you are 



Problem 1: Industry has little incentive to create secure software. 

https://www.schneier.com/essays/archives/2007/01/information_security_1.html 57 

Why? 
 
 
 
 
 
 
 
 
 
Incentives?  

Externality effects 
 
Secure software more expensive than 
insecure software & patching it later. 
 
 
Lock-in effects 
 
 
 
Hold vendors liable for insecure software. 



Problem 2: Users make poor security choices. 

A. Acquisti (2004): Privacy in Electronic Commerce and the Economics of Immediate Gratification  
http://www.bitkom.org/de/presse/8477_82168.aspx 58 

determining likelihood 
and impact of risks 
 
immediate gratification  hyperbolic discounting 

Humans are not good at 
 

making trade-offs between 
comfort and security 

“There are apps that collect personal data on fitness, 
 nutrition and habits. Can you imagine to use the 
 feature to forward the collected data to your 
 health insurance company?” 

36 % of respondents answered with “yes” 



INTERMEDIATE SUMMARY AND DISCUSSION 

59 

How and when should we train users 
to make reasonable security decisions? 



THREAT 3: Disclosure of private information 

60 



Best Practice: Use encryption  

61 

Turn on full disk encryption 
Microsoft BitLocker, Apple FileVault, VeraCrypt, (TrueCrypt) 
EncFS- or dm-crypt-based (Linux) 

 
Use encrypted cloud storage 

Boxcryptor (commercial, but OpenSource) 
 
Messaging solutions that provide end-to-end encryption 

PGP, OTR, Threema, TextSecure 
problematic: WhatsApp, Apple iMessage and others 

dual use tools 



Policy makers want to weaken encryption – which is dangerous and futile. 

62 

Law enforcement demands to be 
able to decrypt all encrypted 
communication (“golden key”).  

Some have even proposed 
to forbid non-decryptable 

communication. 

Steganography 

F. Bauer, Kryptologie, 2. ed., p. 8 



Policy makers want to weaken encryption – which is dangerous and futile. 

http://rt.com/news/australia-nsa-snowden-surveillance-510  –  http://arstechnica.com/tech-policy/2014/03/after-snowden-australias-cops-worry-about-people-using-crypto 
https://veracrypt.codeplex.com/wikipage?title=Hidden%20Volume, but see also https://defuse.ca/truecrypt-plausible-deniability-useless-by-game-theory.htm 63 

„ The Australian Security Intelligence 
Organization (ASIO) is pushing for laws 
that would make telecommunications 

companies retain their customers’ web-
browsing data as well as forcing web 

users to decrypt encrypted messages. 



Fear spurs irrational decisions (cf. economic failure of airport security). 

https://upload.wikimedia.org/wikipedia/commons/5/53/Security_in_Manchester_aeroport.jpg 64 



TAKE-AWAY MESSAGES   

65 

We cannot expect law enforcement to 
be able to fight cyber crime effectively. 
The crowd must engage! 
 
There are effective countermeasures 
that can be applied by anyone, some 
often cited ones are impractical. 
 
We have to consider psychological 
and economical aspects of security in 
order to avoid irrational decisions. 

1 

2 

3 
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