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Introduction

• Cloud computing becoming more popular
• Cloud resources may be abused by customers
• Negative consequences for Cloud Service Provider may ensue
• Infrastructure-as-a-Service (IaaS)

– e.g. Amazon EC2, Google Compute Engine
– customer has full control of the OS
– relatively hard to detect/prevent abuse
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What constitutes abuse in an IaaS context?

...
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What constitutes abuse in an IaaS context?

• Portscanning
• Distribution of malware
• (Distributed) Denial of Service
• Sending unsolicited e-mail
• Forged headers
• Exploiting security vulnerabilities
• Botnets
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What constitutes abuse in an IaaS context?

• Survey of Acceptable Use Policies (see paper)

Prohibited activity Amazon Google Microsoft Rackspace Softlayer HP ProfitBricks

illegal activities (generically)       

sending unsolicited e-mail       

distributing malware of any kind  

distributing harmful content   

distributing viruses   implied    

unauthorised access to other systems      

fake mail headers    implied  

fake IP addresses in network headers implied  implied 

intentional interference with a system      

activities harmful to the CSP's operations    

scanning for vulnerabilities of a system    



content that compromises national security 

receiving unsolicited e-mail (?!?) 

IRC, anonymisation, streaming, download, 
P2P services and linking to these
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How to detect abuse?
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How Where to detect abuse?
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Option 1: Network-based sensors

• Best compromise between 
visibility and ease of deployment: 
customer VLAN ↔ shared LAN

• Need relatively few sensors
• Can observe traffic between 

customers
• Cannot observe internal traffic of 

customers
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Option 2: Virtual Machine Introspection

• Traditional host-based sensors 
problematic
– Customer would have full 

control over OS (and sensor)
– If VM is compromised, 

attacker could tamper with 
sensor

• Possible solution: Virtual Machine 
Introspection 
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Option 3: VMM-based sensors

• The Virtual Machine Monitor 
(VMM) can also provide data that 
can be used for detecting abuse, 
such as
– Creation and deletion time of 

VMs
– Resource utilisation
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Further Challenges

Prevention
• Apply existing techniques from 

IPS?
• Account verification
• Financial incentivisation

Reporting
• Not all abuse can be prevented 

automatically
• Assign reputations?

– Event very likely to be 
abuse → higher impact

– Reputation of individual VM
– Reputation of user



1414

Privacy Considerations

• Providers may process confidential customer data
• Violates privacy laws if customer did not explicitly agree
• Surveyed providers do not give much information on what types of 

data they currently process for abuse/intrusion detection
– HP and Amazon reserve the right to investigate any suspected 

violation of their AUPs (no more detail given)
• Privacy policies not specific to cloud offerings
• Avenue of research: Is it possible to detect abuse in a privacy-

friendly way?
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Conclusion

• Survey of AUPs → types of abuse
• Architecture – where could abuse be detected?

– Network communications
– Virtual Machine Introspection
– Virtual Machine Monitor data

• Further challenges
– Prevention
– Reporting
– Privacy

• E-Mail: jens.lindemann@informatik.uni-hamburg.de
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