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Introduction

ISMS (Information Security Management System)

ISO/IEC 27001

Annex A
(normative)

Reference control objectives and controls

The control objectives and controls listed in Table A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2013[1], Clauses 5 to 18 and are to be used in context with Clause 6.1.3.

Table A.1 — Control objectives and controls

A5 Information security policies

A.5.1 Management direction for information security

Objective: To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

Control

AS5.11 P.olicies f°}' informa- | A set of policies for information security shall be defined, approved
tion security by management, published and communicated to employees and
relevant external parties.

Control
Review of the poli- . X . . .
A5.1.2 |cies for information The policies for information security shall be reviewed at planned
security intervals or if significant changes occur to ensure their continuing

suitability, adequacy and effectiveness.
A6 Organization of information security

A.6.1 Internal organization

Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organization.

Information security Control

A.6.11 |roles and responsibili- | All information security responsibilities shall be defined and allo-
ties cated.

Control




ISO 27001 History

Code of practice
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ISO 27001:2013 Looks Different..

e Annex SL

e [SO 27000:2013

e Terms & Definitions

e 114 controls in 14 groups vs. 133 controls in 11 groups
e Annex A
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Transition to ISO 27001:2013

e Minimal Changes
e Rethink

e Updating



Our 5 Categories of the Annex A controls

Data e.g. A.8.1.1:
Inventory of assets

e Hardware e.g. A.8.3.1:
Management of removable media

e.g. A.9.2.5:

° Software Review of user access rights

e.g. A.9.2.2:

e People User access provisioning
e.g. A.9.1.2:

e Network Access to networks services

The assignment of the controls to our five categories can be
found at https://svs.informatik.uni-hamburg.de/annexApaper/.
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Comparison between Inserted & Deleted Controls
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Conclusion

May Require Improvement

« People
 Network

Acceptable Security

« Data
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