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Abstract—Aside from massive advantages in safety and con-
venience on the road, Vehicular Ad Hoc Networks (VANETs)
introduce security risks to the users. Proposals of new security
concepts to counter these risks are challenging to verify because
of missing real world implementations of VANETs. To fill this gap,
we introduce VANETsim, an event-driven simulation platform,
specifically designed to investigate application-level privacy and
security implications in vehicular communications. VANETsim
focuses on realistic vehicular movement on real road networks
and communication between the moving nodes. A powerful
graphical user interface and an experimentation environment
supports the user when setting up or carrying out experiments.
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I. INTRODUCTION

Vehicular Ad Hoc Networks (VANETs) have the potential
to dramatically increase the safety on the road network by
sharing telematic data like position, speed and direction of
vehicles (so-called beacons) and warnings about dangerous
situations such as crashes, traffic jams, and aquaplaning [1].
However, VANETs will also introduce new security issues.
Several attacks on privacy and security have been identified in
the scientific literature and a number of countermeasures have
been proposed, e. g. [2]–[9] and [10].

Even though car manufacturers and research institutes al-
ready work with first prototypes to test and improve commu-
nication links and early driver assistant systems, no widely
available testbeds or specifications for communications on
higher levels exist at the moment. Therefore, researchers that
want to evaluate the effectiveness of their proposals to improve
security and privacy have to rely on abstract models and
simulations of road and data traffic.

We introduce VANETsim (http://vanet-simulator.org), a ve-
hicular communications simulator especially tailored for ana-
lyzing security and privacy concepts on the application layer,
while integrating realistic vehicular movement and abstract
network communication in one tool.

Contributions. Over the course of the last five years we
have developed VANETsim, an open source simulation plat-

form for security and privacy concepts in VANETs. VANET-
sim is an intuitive tool that allows researchers to evaluate their
proposals and compare them with related work efficiently. In
this paper we provide a concise description of its main features
and announce its availability to the community. VANETsim
provides the following distinctive features that distinguish it
from other simulation approaches:

• To the best of our knowledge, VANETsim is the first
simulator especially designed to analyze attacks on se-
curity and privacy as well as countermeasures on the
application layer. New attacks and countermeasures can
be integrated easily because the API provides high-level
access to all relevant data structures.

• The included Scenario Creator allows to design repeat-
able experiments with varying parameters and to run
batch experiments with one click.

• VANETsim provides a close approximation of the real
world in order to obtain realistic results. It employs a
micro-traffic model that simulates driving decisions of
individual cars and allows to import road networks from
OpenStreetMap (http://www.openstreetmap.org).

• The simulator offers a high level of control: besides re-
alistic simulations, artificial scenarios (e. g., with simple
graphs as road networks) can be created to verify analytic
results.

• VANETsim allows for large-scale experiments in real
time with more than 16,000 vehicles and large road
networks on off-the-shelf desktop hardware. Its code is
highly optimized and supports multi-core systems.

• In addition to a lightweight terminal interface we have
also designed a powerful GUI that visualizes the sim-
ulation, and thus allows for explorative experimentation
with intuitive debugging facilities.

This paper is structured as follows: Section II reviews
existing simulation approaches for VANETs while Sect. III
offers a high-level overview of our simulator. The individual
components are described in Sect. IV. We proceed by dis-
cussing the Scenario Creator and the Post Processing Engine
in Sect. V and the GUI in Sect. VI. Finally, in Sect. VII we
present results from a performance evaluation of VANETsim
with four large-scale experiments before we conclude the
paper in Sect. VIII.



II. RELATED WORK

There are several universal simulation tools for vehicular
networks available like TraNS [11], Veins [12]–[14] and
VanetMobiSim [15]–[17] which provide interfaces to connect
the road traffic simulators SUMO [18] or CanuMobiSim
(http://canu.informatik.uni-stuttgart.de/mobisim/) to common
computer network simulators like ns-2 (http://www.isi.edu/
nsnam/ns/) or OMNeT++ [19], [20]. These approaches focus
on widely used simulation tools that are pretty mature, target
the network layer and provide a multitude of settings, but
lead to a fairly complex configuration. Other simulators like
GrooveNET (http://mlab.seas.upenn.edu/groovenet/, formerly
called GrooveSim [21]–[23]) integrate different traffic and
network models into one tool, but focus on the network layer
only and concentrate on the supply of less but more specific
features (e. g., hybrid simulations with real and virtual vehicles
in GrooveNet). This leads to a more simple configuration, but
limits their use to specific groups of researchers.

We believe that future research in the area of VANETs
will benefit from a simulation engine that focuses specifically
on the distinctive aspects of such networks and makes it
easy to incorporate security and privacy proposals from the
research community. To the best of our knowledge, there is no
simulator that models privacy and security aspects of VANETs
adequately. Existing simulators tend to focus on the simulation
of the network layer, which is certainly a vital topic of VANET
research in general. Although VANETs inherit the security
issues of other wireless networks, security threats that exploit
the specific properties of the vehicular setting originate on
the application layer. This is why VANETsim focuses on a
simulation of application layer protocols.

III. VANETSIM OVERVIEW

VANETsim is a lightweight, open source (GNU GPLv3),
discrete event traffic and communications simulator that fo-
cuses on the analysis of security concepts in VANETs. It
consists of ≈26,500 lines of platform-independent Java code.
It concentrates on simulation of the application layer to reach
high performance. VANETsim contains four main compo-
nents: a GUI, the Scenario Creator, the Simulation Core, and
the Post Processing Engine (cf. Fig. 1).

The GUI provides a graphical map editor that allows the in-
vestigator to create and manipulate road maps. Maps can either
be created from scratch or imported from OpenStreetMap and
are stored in XML files, which facilitates interoperability with
other tools. Further, the GUI visualizes the simulation process
in an interactive, zoomable map that displays both roads and
vehicles. As an alternative to the GUI mode the simulation can
be executed on the command line to run multiple experiments
in a batch (faster than real time).

The Scenario Creator offers the ability to rapidly prepare a
series of experiments in which individual parameters are varied
automatically. Experiments are saved in scenario files (XML)

and can be released by researchers together with scientific
papers to ensure easy repeatability (open research).

The Simulation Core carries out the actual simulation. It
has access to the map, including all infrastructure, vehicles and
security/privacy concepts relevant for the simulation. Vehicles
operate with a Traffic Model, derived from well-known models
(cf. [24]–[26]) and navigate to individually determined destina-
tions routed by the A* algorithm [27], [28]. Communication of
vehicles is simulated distinguishing between so-called beacons
and special-purpose messages, the two message types typically
encountered in VANETs (cf. [1], [29]).

We have implemented a number of privacy concepts for
VANETs that have been published so far, among them Mix
Zones [2], [3], Silent Periods [4], [6], SLOW [7] and Pro-
Mix [8]. We have also started to integrate security concepts
into the simulator (cf. [9] and [30]). Based on our experiences
with these concepts we believe that it will be quite easy to
implement and adopt additional concepts in VANETsim in the
future.

In the last component, the Post Processing Engine, the log
files created during the simulation are analyzed and processed
to create tables, charts or to visualize results obtained during
the simulation right on the interactive map of the GUI.

IV. SIMULATION CORE

The Simulation Core is the centerpiece of VANETsim. It
consists of five sub-components, which will be described in
the following sections.

A. The Map

A map is a rectangular two-dimensional area with a Carte-
sian coordinate system that identifies every point with a
resolution of 1.0 cm. Maps contain various elements, e. g.,
streets and vehicles, which have to be accessed during the
simulation with low latency. Fast access is achieved by a
two-step search process. The map is divided into several
(rectangular and disjoint) tiles that cover equally sized areas.
In the first step the location is approximated by determining
the respective tile (using fast integer divisions). In the second
step the exact location is determined by enumerating over
all elements located within the tile. The road network is
modeled with a graph-like data structure consisting of nodes
(e. g., for intersections) and streets (cf. the model used by
OpenStreetMap [31]).

VANETsim supports both, importing maps of real cities
in order to study the real-world behavior of a technique,
as well as creating road networks from scratch in order to
provoke special traffic situations or to verify analytical results.
We opted to work with maps from OpenStreetMap [31],
because of the large amount of freely available high-quality
material. During import the plain road network as well as meta
information is extracted, including street names, speed limits,
the number of lanes and their directions. We also have included



Figure 1. Architecture of the VANETsim platform

the option to import POIs (Points of interest, e. g., schools,
hospitals and police stations), which can be used as waypoints
in the simulation or to adapt the behavior of drivers in certain
areas.

As an alternative to imported maps from OpenStreetMap,
road networks may also be built from scratch with the inte-
grated visual map editor. Of course, changing imported maps
is also possible. The editor supports the user with few dialog
options and allows the placement of roads by simply clicking
on the map. Changing the attributes of road segments is
possible as well as deleting them. All data may be saved in
XML files for later reuse.

B. Infrastructure

Some VANET architectures, e. g., [1], envision so-called
Road-side Units (RSUs), fixed infrastructure installations that
increase the robustness of communications in the ad-hoc
network by forwarding messages. So even if there is a big
gap between vehicles, an RSU might enable communication
between them. RSUs can be distributed on the map and their
transmission range can be configured individually.

VANETsim also allows to deploy RSUs that provide addi-
tional security mechanisms for vehicles, e. g., Pro-Mix Zones
[8]. Moreover, it facilitates the simulation of the effectiveness
of special attacks, in which an adversary has gained control
over single or multiple RSUs (Attacker Road-side-Units).

C. Vehicular Traffic Model

VANETsim simulates vehicular traffic on two levels, the
first one determines movement and behavior of vehicles on
a microscopic level in a given situation, while the second
one is responsible for macroscopic decisions (navigation and
routing).

Accurate simulation of individual vehicles is of great im-
portance in order to approximate real-world behavior. VANET-
sim uses a microscopic model of traffic flow [25]. Each
vehicle is simulated individually and the simulated drivers
make their own decisions based on simulated traits and their
personal view of a traffic situation. In each simulated epoch,

the movement of a vehicle is influenced in five consecutive
steps: (1) The vehicle checks, whether it has to reduce its
speed (e. g., because of an obstacle or when approaching an
intersection). (2) The vehicle changes its lane (if possible), if it
would have to slow down on the current lane and can avoid this
on the new lane. (3) The vehicle adjusts its speed. If there is no
obstacle, it tries to travel as fast as possible (while observing its
maximum speed and the road’s speed limit). (4) The vehicle’s
velocity is reduced by a random amount to simulate imperfect
driving. (5) The vehicle is moved according to its speed and
the duration of the simulation step.

Our simulation runs are executed in discreet steps to be able
to reduce problems with concurrency during the computations.
However, we use continuous functions so that the time slices
of the simulation steps can be adjusted at will. Our default
time interval for one step is 40 ms (of simulated time).

Each vehicle has several different attributes, for instance its
maximum velocity, acceleration and deceleration rate and an
attribute that represents the driver’s politeness. These values
may be different for all vehicles. As no traffic model suited
our requirements perfectly we derived a new microscopic
model from the well-investigated traffic models by Nagel and
Schreckenberg [24], Krauß [25] and Treiber et. al [26]. The
key features of our model are high performance, multilane
support, recognition of traffic signals, road blockings and a
certain degree of unpredictability to model the “human factor”.

Apart from exhibiting realistic behavior on a microscopic
level, the movement of vehicles is also modeled on a macro-
scopic level in VANETsim (navigation and vehicle routing).
At its creation, each vehicle receives a list of at least two
waypoints (start, destination, and, if applicable, any number
of intermediate waypoints). The waypoints are represented
by their x and y coordinates on the map as well as a road
identifier, which allows to differentiate between overlapping
streets (e. g., due to bridges).

The routing algorithm is performed once at the creation of
the vehicle and whenever new incoming information (e. g.,
about a traffic jam) triggers a new route calculation. The
vehicle begins its journey at the starting point and travels along



the waypoints to the destination. We assume that all drivers
choose ideal routes (e. g., all of them are equipped with a
GPS) using the A* algorithm [27], [28], which is a common
choice because it is able to find the optimal route (if existing)
without having to exhaustively evaluate all possible routes.
The algorithm tries to optimize the travel time based on the
length of the street segments and any speed limits on them.

D. Vehicle Communications

The simulation of communication between vehicles is as
important as the simulation of their movements. VANETsim
builds on the concepts described in [1] and [29]: It supports the
transmission of both beacons and special-purpose messages,
the two concepts for inter-vehicular communication assumed
in most (security-related) VANET publications. The transmis-
sion range of each vehicle is set individually. As VANETsim
focuses on the application layer, the lower protocol layers as
well as physical characteristics of the propagation of radio
waves are excluded from the simulation. Furthermore, no
real encryption of messages is performed, instead, messages
contain a boolean attribute that indicates whether they are
encrypted or not. VANETsim assumes that adversaries cannot
break the employed cryptographic primitives. Therefore, the
contents of encrypted messages are not disclosed to them.

Beacons [32] (sometimes also referred to as “heartbeat”
or “general safety messages” [33]), are messages that are
broadcast regularly and frequently by all vehicles. The interval
between two beacons can be globally configured for each
simulated scenario. Beacons contain an identifier of the sender
as well as its location and speed. To resemble behavior in
reality, message transmission is not synchronized, i. e., once a
vehicle is spawned, it waits a random amount of time t before
it broadcasts its first beacon. To ensure that simulations can
be reproduced, t is a pseudorandom value derived from the
starting position of the respective vehicle.

Besides beacons VANETsim supports four special-purpose
message types: “Stopped/Slow Vehicle Advisor”, “Road Haz-
ard Condition Notification”, “Emergency Electronic Brake
Lights” and “Emergency Vehicle Approaching” (cf. [29]).
Those messages are transmitted whenever an event occurs that
requires to inform other VANET participants. In contrast to
beacons, which are not forwarded by one’s peers, special-
purpose messages are forwarded in order to inform other
vehicles about an emergency situation. Depending on the
type of message, VANETsim supports various forwarding
protocols, e. g., Cached Greedy GeoCast [34], and reactions
to the messages. Apart from that, VANETsim also supports
the simulation of attackers that fake special-purpose messages
and the GUI allows the user to configure the occurrence of
emergency situations in order to force the transmission of
special-purpose messages.

TABLE I
SECURITY CONCEPTS IMPLEMENTED AS MODULES IN VANETSIM

Name Type Literature

Silent Period Privacy [4], [6]
SLOW Privacy [7]
Mix Zones Privacy [2], [3]
Pro-Mix Privacy [8]
Ruj. et al. IDS [9]
REST-Net IDS [30]

E. Security and Privacy Modules

As the main purpose of VANETsim is to support researchers
in the area of VANET security, the Security and Privacy
Modules are of special interest. The clearly structured software
architecture of VANETsim provides an easy way to compose
multiple existing security concepts as well as implement new
ones. Security and Privacy Modules are either executed by
vehicles on their own or they are part of the infrastructure on
the map.

As beacons and special-purpose messages in VANETs may
disclose data like ID, speed, acceleration and the location to
other vehicles, privacy issues arise. The Privacy Modules of
VANETsim contain ready-to-use implementations of a number
of vehicle-enabled privacy concepts, e. g., Silent Periods [4],
[6], SLOW [7], as well as infrastructure-enabled privacy con-
cepts, e. g., Mix Zones [2], [3], Pro-Mix [8]. All these concepts
aim to provide a secure, unlinkable pseudonym switchover via
radio silence or encryption. As shown in [35] simply changing
pseudonyms is not sufficient due to the high frequency of
beacons (e. g., every 200 ms). In Silent Periods all vehicles
synchronously stop sending beacons, resulting in a period of
radio silence at a specific time interval. In Mix Zones the
radio silence (or the encrypted communication in the case of
Pro-Mix) is tied to a specific location (e. g., a junction). In
SLOW a vehicle enters radio silence when driving less than
a pre-defined speed (e. g., 30 km/h). VANETsim can also be
used to simulate attacks against these concepts. Table I offers
an overview of the concepts that have been implemented so
far. An empirical comparison of the effectiveness of these
privacy concepts with VANETsim and a description of at-
tacks can be found in [10]. The results provide insight into
the dependencies that exist between the effectiveness of the
privacy concepts and various parameters (e. g., road structure,
vehicle density). In future real-world applications a specific
situation (with a individual set of parameters) might demand
a explicit privacy concept to reach the best protection for the
user. VANETsim allows researchers to analyze the influence
of the aforementioned and other parameters (e. g., aggressive
vs. polite driving, structured vs. obscure street layouts) on
different privacy concepts to select the best solution for a
situation.

Besides privacy concerns, the manipulation of messages in
VANETs is seen as another major security threat. Various
Intrusion Detection Systems (IDS) have been proposed to



protect against the injection of false data into Vehicular Ad
Hoc Networks [9], [36], [37]. IDS typically analyze network
traffic to check for signatures or statistical anomalies. In
VANETs the detection of false data through network traffic
is challenging. An attacker can send correct special-purpose
messages as a normal vehicle (inside attacker) because it is
almost impossible to achieve veracity of the sensors [38].
To detect false data in VANETs Intrusion Detection Systems
often use application layer data such as position, time and
application-specific information to conduct a form of context
verification [39].

VANETsim supports implementing such techniques as Se-
curity Modules and to test them using attacker vehicles
that send faked special-purpose messages. Currently, there is
a general-purpose IDS module from which two rule-based
implementations have been derived so far (cf. Table I for an
overview, [30] for an empirical comparison). VANETsim can
help researchers identify the most promising IDS solutions for
VANETs. While few concepts (c.f [36]) already provide simple
simulation-based evaluations in a specific setting, due to own
implementations there is no way to compare them to each
other. Furthermore, like with privacy concepts, the influence
of different simulation parameters (e. g., amount of vehicles
with WiFi, vehicle density, driving style) on the IDS has not
been examined in the literature sufficiently. General simulation
data and data of specific traffic situations might also be used to
train rule-based IDS or systems that employ machine learning
techniques.

Apart from the possibilty to analyze specific security con-
cepts, VANETsim enables users to analyze collaboration and
interdependencies between privacy concepts, IDS or both. The
use of different privacy concepts in specific traffic situations
might result in a better level of privacy, but it might also
lead to new identifiable patterns (e. g., a vehicle changes its
pseudonym more frequently due to a specific driving style).
For IDS the utilization of more than one system might improve
detection results, but a efficient way to reach a common
decision has to be investigated. The interdependencies of both
security concepts might also be of interest. Privacy concepts
apply radio silence and therefore cause a loss of beacons for
a specific time. IDS require those beacons to evaluate special-
purpose messages using context verification. VANETsim of-
fers a platform to analyze these possible collaborations as well
as interdependencies and find applicable solutions or tradeoffs.

V. SCENARIO CREATOR AND POST PROCESSING
ENGINE

The Scenario Creator of VANETsim supports the researcher
in designing and running experiments in an easily repeatable
way. In the GUI, the user can define ranges for individual
parameters for vehicles (e. g., speed, acceleration, politeness,
WiFi support, WiFi range, etc.), security concepts (e. g., Mix
Zone radius, Silent Period duration, IDS thresholds, etc.) and
attacks (e. g., thresholds, attack types, etc.) as well as an itera-
tion count to obtain significant results by aggregating multiple

consecutive runs. The output of the Scenario Creator is a
scenario file and a ready-to-use script to start all simulations
in Console Mode.

The analysis of the results of a simulation is facilitated by
the Post Processing Engine, which provides various scripts
to aggregate the details from the event log. Moreover, the
aggregated results can be graphed with gnuplot scripts to
allow for visual comparison. Apart from being aggregated into
an overall result, which is useful to determine the expected
effectiveness of attacks on the deployed security and privacy
concepts, the security events are also fed back into the map:
During and after the simulation, all entities can be inspected
within the interactive map to gain insights on a local level,
e. g., in order to analyze the utility of a Mix Zone at an
intersection.

In order to give an impression of the graphical represen-
tation of simulation results fed back to the GUI, we briefly
illustrate the currently implemented visualization for Mix
Zones, a privacy concept proposed previously [2], [3]. The
goal of a Mix Zone is to prevent an attacker from tracking
a vehicle by collecting its beacons (which is easy due to the
vehicle-specific pseudonym contained in them). Once a vehicle
enters a Mix Zone it stops to broadcast beacons and switches
to a new pseudonym in order to provide for unlinkability.
From the perspective of the adversary the Mix Zone is a
black box. He can only log which vehicles enter and which
leave a Mix Zone and try to link the respective pseudonyms.
Figure 2 shows the results of an attack on two Mix Zones
(in grey). The red and green circles represent the different
entrances into the Mix Zone, with the circle radius indicating
the amount of vehicles entering the zone at this entrance.
Green circles show secure entrances, i. e., the adversary failed
to track vehicles that entered the zone at this entrance. Red
circles indicate insecure entrances, i. e., due to insufficient
vehicular “cover traffic” or predictable routes the adversary
could establish an association between the pseudonyms used
by the vehicles before entering and after leaving the Mix
Zone. This visualization helps to determine in which scenarios
Mix Zones are suitable and when to prefer other concepts
for privacy protection. The aforementioned scenario illustrates
a major benefit of a simulation-based evaluation as made
available by VANETsim in comparison to using analytical
models. With a single simulation run in a real city containing
multiple Mix Zones a user can examine numerous traffic
situations. This helps to detect weak spots of a security concept
regarding specific traffic parameters. In contrast, an analytical
analysis of all possible parameters (e. g., the road structure,
driving styles, nearby hospitals) is typically not feasible.

Even more detailed analysis might be accomplished by
displaying this Post Processing results while re-running this
exact same simulation. Feeding back simulation results into
the map can lead to new insights regarding attacks and security
concepts. A further example of the visual capabilities enabled
by Post Processing is given in Fig. 3.



Figure 2. Post-processing and visual feedback for graphical analysis of an
attack on (top, left to right) a Mix Zone in Berlin (1250 vehicles and 20,000
vehicles) and New York (bottom) (1250 vehicles and 20,000 vehicles), cf.
[10].

Figure 3. Result of Post Processing a simulated attack on Silent Periods
in Manhattan with 20,000 vehicles; successfully linked pseudonyms are
displayed in red color [10].

VI. GUI

The Graphical User Interface (GUI) provides facilities to
configure a simulation and interact with it while it is running.
Moreover, it contains a zoomable and scrollable visualization
of the map, which displays the road network as well as all
vehicles and infrastructure elements like RSUs (see Figs. 4
and 5). Additional information overlays, e. g., indicating the
transmission range of vehicles, can be activated as needed.
Elements on the map can be clicked for closer inspection via
the side bar, which contains all relevant meta data, such as
street names, speed limits and the current speed of a vehicle.

The map and scenario editor is tightly integrated into the
GUI. Street segments can be configured in the sidebar and
placed by clicking on the map. Vehicles and other dynamic
objects can be also placed by manually setting their waypoints
on the map. Alternatively, large numbers of vehicles can be
automatically generated and distributed randomly.

Figure 4. Graphical User Interface

Figure 5. Simulation run on a map of Puebla

VII. PERFORMANCE EVALUATION

A central objective guiding the development efforts related
to VANETsim is high performance on off-the-shelf hardware.
In the following, we provide results from typical simulation
runs using different maps and different numbers of vehicles to
give an impression of the attainable scalability. All simulations
were performed on a desktop computer (“Intel Core i5-3470
3.20 Ghz” quad-core CPU, 8 GB RAM) running Ubuntu 13.04
64 Bit and VANETsim Version 1.0. The maps for the evalu-
ation are OpenStreetMap exports of the inner cities of Berlin
(Germany), New York City (USA) and Puebla (Mexico) with
a total street length of 854, 547 and 496 km respectively. This
concrete choice is also motivated by the different street layout,
with Berlin having grown organically, Manhattan in New York
City being planned accurately, and Puebla containing a mixture
of layout elements.



 10

 100

 1000

 10000

1000 2000 4000 8000 16000 32000

s
im

u
la

ti
o

n
 s

te
p

s
 /

 s

number of vehicles

Real-time

Berlin
New York City

Puebla

 10

 100

 1000

 10000

1000 2000 4000 8000 16000 32000

s
im

u
la

ti
o

n
 s

te
p

s
 /

 s

number of vehicles

Real-time

New York City
New York City large

Figure 6. Performance analysis of VANETsim

The scenario was configured with a general-purpose config-
uration: The beacon interval was set to 240 ms, the vehicular
WiFi range to 100 m, each simulation step took 40 ms sim-
ulated time. Vehicles were configured to immediately react
to incoming messages that indicate a change in the traffic
situation en route by recalculating their route (cf. Sect. IV-C).
Each simulation run covered 10,000,000 ms of simulated time
(≈2.7 h) and was carried out five times, each time with
differing, randomly created waypoints. We measured the total
runtime of each simulation (250,000 simulation steps) and
determined the average number of simulation steps per sec-
ond. The results are shown in Fig. 6 (left-hand side). The
number of processed simulation steps per second decreases
with increasing vehicle density logarithmically. The realtime
threshold is crossed at about 16,000 vehicles for each city.
Higher numbers of vehicles can be simulated, but not in real
time (25 simulation steps per second at a step size of 40 ms)
on our machine.

The length and layout of the road network has a moderate
impact on the achievable performance. However, surprisingly,
the largest road network with the highest number of nodes
(Berlin) performs best. At a second glance, the larger network
results in a wider distribution of vehicles and therefore reduces
the communication overhead, which is mainly determined by
the number of reachable neighbors that have to be maintained
for each vehicle. This suggests that the attainable performance
is less dependent on the absolute number of vehicles, but rather
a function of the density of traffic. In order to confirm this
conjecture we repeated the experiment with a much larger map
of New York City with a total street length of 2292 km. The
results (cf. Fig. 6, right-hand side) indicate that our hypothesis

is correct: The performance of the simulation is significantly
better on the large map, even though the number of static
elements is considerably higher.

VIII. CONCLUSION

In this paper we present the design of VANETsim, an open
source simulator specifically tailored for empirical analysis
of privacy and security concepts in VANETs. The current
version provides ready-to-use implementations of numerous
concepts from the literature and the flexible architecture
ensures that future concepts can be integrated easily. The
Simulation Creator supports researchers in building repeatable
experiments, which allows them to verify security concepts on
artificially crafted as well as real-world maps provided by the
OpenStreetMap project. VANETsim employs a microscopic
vehicular traffic model drawing from state-of-the art research
in the field of traffic engineering. The Graphical User Interface
supports the user during both phases, experimental design as
well as evaluation, feeding back the results obtained during
the simulation. A console mode simplifies unattended batch
mode processing to gather a large number of results. In
our experiments, VANETsim was able to simulate more than
16,000 vehicles and their communications in real-time on off-
the-shelf desktop hardware.

We believe that with its feature set, VANETsim fills a
gap in the landscape of simulation tools that are currently
available for researching privacy and security risks as well as
countermeasures in vehicular networks. VANETsim may also
prove as a suitable tool for teaching these concepts to students,
which became apparent recently, when we were approached
by students that use VANETsim for their coursework. There-
fore, in future work we will not only include and evaluate
additional security concepts, but also extend VANETsim with
a descriptive presentation mode that can be used to teach the
functionality of security and privacy concepts in a hands-on
manner.
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