Fingerprinting Techniques for
Target-oriented Investigations in
Network Forensics

Dominik Herrmann
Karl-Peter Fuchs
Hannes Federrath

Folien: http://dhgo.to/fpforensics

UH
m
{23 Universitait Hamburg

DER FORSCHUNG | DER LEHRE | DER BILDUNG




Verschlisselungstechniken erschweren forensische Ermittlungen

e Bestandsdatenauskunft (§ 113 TKG)
e Telekommunikationsuberwachung (§§ 100a, 100b StPO)
e Sicherstellung/Durchsicht von Festplatten (§§ 97, 110 StPO)

With current resources, law
enforcement’s hands are tied
when it comes to FDE when
used by anyone who is diligent
with the passphrase.

Enter password to access Macintosh HD

Password: ooooooooooooooooooool

| Remember password in my keychain

| Cancel | [ OK |

2 Casey et al: The growing impact of full disk encryption on digital forensics



Forderung nach unverhaltnismaBigen Ermittlungsmethoden
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The Australian Security Intelli-
gence Organization (ASIO) is
pushing for laws that would
make telecommunications
companies retain their custo-
mers’ web-browsing data, as
well as forcing web users to
decrypt encrypted messages.
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Einsatz von unverhaltnismaBigen Ermittlungsmethoden
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Website-Fingerprinting zur Ermittlung abgerufener Webseiten
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Trotz Verschlisselung charakteristische Verteilung der PaketgroBBen

| S',',,!"}?Sd IP Packet Fragmentation
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Device-Fingerprinting zur Eingrenzung

Silk Road

anonymous marketplace

Mallory
MacOS X

Alice
Windows
Bitlocker FDE




Device-Fingerprinting zur Eingrenzung

Silk Road

anonymous mari ketplace

Mallory
MacOS X

GET / HTTP/1.1

Host: silkroad6ownowfk.onion
User-Agent: Mozilla/5.0
(compatible; MSIE 10.0;
Windows NT 6.2; Win64; x64)
Accept-Encoding: gzip

Alice
Windows
Bitlocker FDE




Open Page With >
Default (Automatically Chosen)

Connect Web Inspector
Show Error Console
Show Page Source
Show Page Resources

Show Snippet Editor
Show Extension Builder

Start Profiling JavaScript
Start Timeline Recording

Empty Caches
Disable Caches

Disable Images

Disable Styles

Disable JavaScript

Disable Site-specific Hacks
Disable Local File Restrictions

Enable WebGL

AN
X 3#C
X 3#U
T #A

X {3P
NO#ET

L 3#E

Allow JavaScript from Smart Search Field

Safari 7.0
Safari 6.1

Safari iOS 7 — iPhone
Safari iOS 7 — iPod touch
Safari iOS 7 — iPad

v Internet Explorer 10.0
Internet Explorer 9.0
Internet Explorer 8.0
Internet Explorer 7.0

Coogle Chrome — Mac
Coogle Chrome — Windows

Firefox — Mac
Firefox — Windows

Other...
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Betriebssystem-Fingerprinting anhand impliziter Merkmale
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Operating System (0S)

Linux (kernel 2.4 and 2.6)
Google's customized Linux
FreeBSD

Windows XP

Windows 7, Vista and Server 2008
Cisco Router (I0S 12.4)

Tools: pOf, ettercap

IP TCP

Initial TTL window size
64 5840

64 5720

64 65535

128 65535

128 8192

255 4128

http://www.netresec.com/?page=Blog&month=2011-11&post=Passive-OS-Fingerprinting



Betriebssystem-Fingerprinting mittels DNS-Anfragen

Windows 7 | gwdist.apple.com su.itunes.apple.com

time.euro.apple.com internalcheck.apple.com
identity.apple.com configuration.apple.com
keyvalueservice.icloud.com

au.v4.download.windowsupdate.com MacOS X 10.8.5
definitionupdates.microsoft.com
spynet2.microsoft.com
watson.telemetry.microsoft.com
clientconfig.passport.net ...

mirrorlist.centos.org
[x].centos.pool.ntp.org

changelogs.ubuntu.com ntp.ubuntu.com geoip.ubuntu.com

daisy.ubuntu.com _https._tcp.fs.one.ubuntu.com fs- Ce ntOS 6
[x].one.ubuntu.com

Ubuntu 12.04

11



Jet Propulsion Laboratory
California Institute of Technology

Missions. Images Video & Audio

Madole  Gebrouchiwagen  Angobote & Aktionen | Service & Zubehdr  Vakewogen Mein Aui. b1

~ Modlbersict

gmnmm K 4

DHS National Cyber Security Division/US-CERT /.

National Vulnenability [
rentrsectn Y

Dictionary  Tmpa

|Scap Events | Abos
Search CVE and CCE Vulnerab

NVD is the U.S. (Advanced Search)

government repository of  ceyword search:

Try a product or vendor name
management data. ThIS 17y 3 & sandara vuneranity name or o auf]
data enables automation  ox vainerspities thar match AL xeywords i EJlAS
of vulnerability Linux kernel vulnerabilities are categorized separat
management, security  distributions

measurement, and

compliance (e.g. FISMA).

@ Search All
Search Last 3 Months.

CSU dementieren

Jet Propulsion Laboratory

California Institute of Technology

h LI
e Missions Images Video & Audio
t Q W Main Page Talk Read Viewsource ~ 9 =
e
WIKIPEDIA Welcome to Wikipedia,
R crrarean] the ree encyciopecia thatanyons can ed
4386724 arilos nEnglh
Mainpage
Gontrts From today's featured article

Featured content
The 13th Airborne

AIRBORNE [t

Current events

Random article
Donate to Wikipedia Army airbome. Buddhist

formation in World shrine is.
~ Interaction

War II. Although it uncovered by

Sponsored by /A *
DHS National Cyber Security Division/US-CERT /,

National Vulnenability Database

automating vulnerability manager@NeIeEeRtity measdrement, and compliance|
oy Data reeds 5

lidated Tools  SCAP Events | About |Contact |Vendor Comments

bbbkl Search CVE and CCE Vulnerability Database
. NVD is the U.S. (Advanced Search
government repository of K ey -
L standards based :;thord seard
WEeklRy Try a product or vendor name
a0 wosl | = BLo-shoe | werTeR | e | commny management data. This 11/ 3 fcuct e e

e RN IIE s nables utomation | oy vinrsites et ek AL koo i et

Linux kernel vulnerabl " speciic Linux
management, security  distributions

an a
compliance (e.g. FISMA). © Search All

Search Last 3 Months

d Recource starus
v

DIE LETZTE POKERNACHT
UM DEN KOALITIONGSVERTRAG

kommt 20

Sitzung 1

ZEIT

Sitzung 2

Forum > AnonNews.org

Notices & Feedback >

99,9% [SELL CVV GOOD]
WESTERN UNION-PAYPAL

Anonymous 99,9% [SELL CV

12

Kriminelle Handlung,
aber anonym

AMAZON e o prszon  angoote cuisonane verkauten e Qnﬂun

Alle Halo! Anmi
Kategorien ~ Suche | Ale E Mein Kor]

App-Shop  Games- & Software-
Downloads.

-Shop  Cloud Drive  Kindle P, ratis Apps.
LOVEFILM  MP3-Shop CloudDrive  Kindle  (APR-Shop, Gratis Apps

Der neue

kindle fire HD
CYBER MONDAY ANC

Identitat
preisgegeben

ab129¢ ab 99€ >Hier iicken




Nutzer haben charakteristische Verhaltensmuster
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Hosts sortiert nach Popularitat
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[Herrmann 2014]



Bei 3000 Nutzern im Mittel 86 % der Sitzungen verkettbar

14

Predicted class

3000

2500

2000

1500

1000

500

1000 1500 2000 2500 3000

Actual class

[Herrmann 2014]



Soll Fingerprinting zur Strafverfolgung eingesetzt werden?

e Unklare Beweiskraft
- Mangelhafte Erklarbarkeit von Entscheidungen
— Trlgerische Genauigkeitswerte in Vertffentlichungen

VY UAET DAV AW UL TIL X VY X IOUY VY AVIE VAT UV UK T KX T VY R

bits of identifying information. 94.2% of browsers
unique in our sample.

)bserving returning visitors, we estimate how rapi

;s might change over time. In our sample, fingerps

1ly, but even a simple heuristic was usually able t

rint was an “upgraded” version of a previously ¢

rprint, with 99.1% of guesses correct and a false p

e Neue Begehrlichkeit: Eignung zur Massenuberwachung
.besonders datenschutzfreundlich™

Phew, NSA Is Just Collecting Metadata.
(You Should Still Worry)

BY MATT BLAZE 06.19.13  9:30 AM

Eckersley: How Unique Is Your Web Browser? (2010)
15 - ' ini -it-was-just- -not-think-again/ (2013)




Zusammenfassung

e Forensische Ermittlung durch Verschllsselung erschwert

e Potenziell anwendbare Fingerprinting-Techniken
- Erkennung verschllsselt GUbertragener Webseiten
— Implizite Merkmale von Betriebssystemen und Web-Browsern
— Charakteristisches Nutzerverhalten zur Sitzungsverkettung

e Einsatz bei forensischen Untersuchungen zu diskutieren
- Unklare Aussagekraft
— Missbrauchspotenzial
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