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Out line

• What  is a Vehicular Ad Hoc Network?

• Goals and Applicat ion Categor ies

• Typical At tacks and Security Requirements

• Security Architecture

• Discussion
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Vehicular Ad Hoc Network (VANET)
• Subgroup of MANETs

• Main difference

– Router =  Vehicle

• Part icular it ies

– High speed

– High com put ing power

– Hardly any problem s with 
energy supply

– Nearly no space rest r ict ions

– Restr icted movement

• I ncludes

– Vehicle- to-vehicle com municat ions (V2V)

– Vehicle- to- roadside comm unicat ions (V2R)

I nternetI nternet
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Com m unicat ion Possibilit ies

Single-Hop

Mult i-Hop

Autonomous (V2V)

Hybrid (V2R)
I nternet
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Goals
• Traffic Safety

– Prevent  accidents

– Reduce accidental damage

• Traffic condit ions

– I ncrease t ransportat ion efficiency

– Observe volume of t raffic

• Environment

– Avoid congest ion
– Reduce pollut ion

• Comfort

– I ncrease informat ion and entertainment  possibilit ies

– Develop dr iving assistance system s
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Exam ple:  Congest ion Warning
• Mode of operat ion

– Standing vehicles send congest ion warnings

– Warning is forwarded

• Advantages

– Drivers can react  ear ly

– No rear-end collisions

– Vehicles can choose alternat ive routes
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Congestion!

Congestion!
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More Exam ples
• Main Goal Safety

– Accident  warnings 

– Weather  warnings

– I ntersect ion assistance

– …

• Other

– Navigat ion 

– Toll collect ion
– Finding parking space

– Broadband I nternet  access

– Traffic surveillance

– …

Ice ahead!
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Exchange of Telem at ics Messages
• Vehicles act  as sensors

• Exchange of informat ion like

– Posit ion, current  speed, accelerat ion or decelerat ion

– I n-car sensor data from airbag, ABS, ESP, etc.

• Two possibilit ies

– Act ive:  A vehicle only sends messages if it  recognizes a problem
or has to forward a message

– Passive:  Each vehicle per iodically broadcasts status messages 
(beacons)
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Chances and Risks

– Part icipat ing in road t raffic gets safer

– Roads are used more efficient ly

– Environment  is protected

– Driving gets more com fortable

– Road t raffic may be manipulated
– Privacy problem s may occur

– Concentrat ion m ay decrease
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I nject ion of Bogus I nform at ion
• At tacker could be

– Outsider

– I nsider

• Selfish, but  relat ively harm less

– Get  a free road

– No t raffic noise

– Addit ional gains

– …

• Malicious

– Provoke accidents

– Cause damage

– …

Congestion!

Go ahead!
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Violate Pr ivacy
• Create movement  pat terns

• Track down certain vehicles

• …

Posit ion P1
06: 05 pm
Vehicle A1
120 Km/ h

Posit ion P2
06: 08 pm
Vehicle A1
140 Km/ h
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Requirem ents
• I ntegr ity

– I ntegr ity for all messages

– Authent icat ion for part icipants

– Reliable t ime and posit ion informat ion

• Confident iality

– Encrypt ion of message data

– Privacy protect ion

• Availability
– Rout ing with guaranteed delivery rates

– Low latency

– Scalability
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Applicat ion Categor ies
• Alarm  signals

– Mainly geocast
– I ntegr ity and non- repudiat ion very im portant
– E.g. from police cars, fire engines, am bulances, …

• Telemat ics messages and warnings
– Geocast
– I ntegr ity and pr ivacy im portant
– E.g. full brake applicat ion warning, congest ion warning, 

beacons, …

• Value-added services
– Mainly unicast
– Confident iality  very im portant
– Not  cr it ical for  t raffic safety
– E.g. broadband I nternet  access, informat ion about  nearby 

hotels, restaurants or places of interest , …
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Com m unicat ion Model
• Hybr id telemat ics system

– Periodically sent  beacons (passive, single hop)

– Warnings (act ive, m ult i hop)

• Rout ing

– First  contact  by beacons

• Beacon should include

– I dent ity (pseudonym )

– Current  posit ion and t ime
– Movement  informat ion (direct ion, speed, accelerat ion or 

decelerat ion)
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Secur ity Architecture

Public Key Infrastructure

CRL

Certificates

Pseudonyms

Beaconing service
Confidentiality

Integrity

Routing,
Location
service

Warnings,
Alarm
signals

Services,
etc.

Authentication

Attributes

Non-repudiation

Positioning
and Time

Basic Security Elements

Single-Hop-Security

Multi-Hop-Security

End-to-End: Integrity, Confidentiality, 
Authentication, Non-repudiation
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Basic Secur it y Elem ents
• Used in other layers

• Public key infrast ructure

– Centralized approach with t rusted third party (TTP)

– Cert ificates and pseudonym s are stored in tamper proof 
hardware

– Addit ional at t r ibutes for emergency vehicles
– Sufficient  num ber of pseudonym s for each part icipant

– Exist ing proposals

• LKN-ASF (LKN Ad hoc Secur ity Framework)

• MANET- I Ds in conjunct ion with MANET-CRS

• Posit ioning and t ime

– GALILEO

• 99,8%  availability, 4-6m  precision

• Provable integr ity and authent icity

Public Key Infrastructure

CRL

Certificates

Pseudonyms

Attributes

Positioning
and Time

Basic Security Elements
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Single-Hop-Secur ity
• Beacons 

– Basis for rout ing and hybr id 
telemat ics system

– Digitally signed

– Contain current  t ime

– Sent  in conjunct ion with cert ificate

• Possible opt im izat ion

– Exchange sym metr ic keys after authent icat ion 

– Use message authent icat ion code (MAC)

• Encrypt ion

– I m poses a lot  of overhead

– I ncreases react ion t ime

– Privacy protect ion by means of changing pseudonym s

Beaconing service
Confidentiality

Integrity

Authentication

Non-repudiation

Single-Hop-Security
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Mult i-Hop-Secur it y
• Warnings and alarm  signals

– Geocast

– Only asym metr ic cryptography

– Encrypt ion not  possible

– Digital signature provides authent icity and integr ity

• Value-added services

– Uni- or m ult icast

– Cert ificate and key exchange possible

– Encrypt ion, authent icity,  integr ity and non- repudiat ion possible

• Spat ial cloaking

– Use imprecise posit ion informat ion

– I m proves pr ivacy

– Not  applicable for all geocast messages

Routing,
Location
service

Warnings,
Alarm
signals

Services,
etc.

Multi-Hop-Security

End-to-End: Integrity, Confidentiality, 
Authentication, Non-repudiation
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Further Aspects
• Pseudonym  changes

– Problem  with linkability

– I dent ifiers on all com municat ion layers m ust  change

• Hybrid telemat ics system

– Aggregat ion of beacons to warnings potent ially dangerous

– Depends on cooperat ion and t rustworthiness of par t icipants

– Save messages that  t r iggered a warning

– Use tam per proof hardware

• I nt rusion detect ion system

– Technical checks

– Plausibility checks

– I nform  TTP about  inconsistencies

• Priority schema
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Discussion and Future Work
• Fulfillment  of requirements

– I ntegr ity is ensured for single-hop and m ult i-hop messages

– All messages are authent icated

– Encrypt ion is possible 

– Privacy is protected by pseudonyms

– Time and posit ion informat ion from  external source

– Problem:  secure rout ing algor ithm  with geocast ing capabilit ies

• Future work

– Fill architecture with exist ing or new mechanism s
– Test  scalability  and latency in simulat ions
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