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Potential Future Research Issues

e Metrics of Trust
- reputation management where strong security mechanisms are

not feasible
Security Trust
technical mechanisms technical social legal mechanisms

; ;

successful attacks but

sanctions or trace back

perfect / unconditional
security

no successful attack

conditional security

p=1 p<l1



- M
Prof. Dr. Hannes Federrath - Regensburg University firicte il CUR,

Potential Future Research Issues

e Economical aspects of information security and trust
— Risk analysis needs input:
probability of a security-related event and
level of damage (cost in case of ...)
— Problem:
enterprises are not willing to reveal such information

loss of reputation/trust
R RN

Some information from the Detailed information
past (numbers) on past events

do something do the right

C '
cost- cost cost
benefit | ! !
analysis _ _

benefit | = nothing happens benefit | = nothing happens
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Potential Future Research Issues

e Anonymity and untraceability as a core technology for almost every
privacy respecting application
— Open research issues
performance aspects
scaleability of privacy
legal restrictions (law-enforcement)

Mobile Systems E-Commerce/Government
— smart devices - e-payment
- RFID — information
- MANETS retrieval

- VANETS — elections
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Summary

Potential Future Research Issues

1. Metrics of Trust
2. Economical aspects of information security and trust
3. Anonymity and untraceability as a core technology for trust
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