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 Quality of Service
— Bandwidth
— Delay
— Avallability
* Transparency and Trust
— Concept
— Legal Aspects




Responsibility of Mix Operators:

Quality of Service
s

 Bandwidth
* Delay

« Availablity of service (p - “24/7/365”)




Responsibility of Mix Operators:

Transparency and Trust

* Concept
— should be well defined and published
— Open source

— no centralized station should be able to

control

* Legal aspects
— Law enforcement




Managed approach: JAP

B
release the software

l<

find mix operators

l

check their connections

l

check their trustworthiness

l

connect mixes to a cascade
v




Unmanaged approach: TOR

e
release the software ...

... and wait

i

client does the remaining things:
connect the mixes (free routes)
checks service quality (bandwidth, delay)




