MiXes in mobile communication systems:
Location management with privacy
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— distributed storage at two stages
+ Home Location Register & Visitor Location Register
— network operator has a global view of the location information

— tracking of a mobile subscriber

- of the location information

« stores the location information

- stores a pseudonym,
pseudonymous location management in GSM
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decentralized pseudonymous location management in GSM

— only trusted for the mobile subscriber

— decentralization increases the efficiency, not the security




The Idea

location information is stored in a covered way

— mobile stations are involved into the MIX concept

The MIX network
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Cj is the public key of MIX jto cipher,
dj is the private key of MIX i to decipher,
ri are random bit strings, M j are messages

Functions of a MIX
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. store incoming messages
discard repeats
change encoding

change order
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put messages out as a batch



MiXes in mobile communications — the new procedures
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Location registration message
{LR} := Ams, cm3(Amz, Cm2(Am1, Cm1(AnLR, LR))) with

LR := IMSI, {LAl}, location_registration_msg

random numbers in {LR} not noted!

«Covered» location information

{LAI} := Am1, cmi1(km1, Amz, Cvz(kmz, Ams, Cvz(kms, TMSI)))

VR
MIX network broadcast
incoming message
call M2 M3
M'X X VX >
{LAl}, call_setup_msg TMSI, {call_setup_msg}

ISDN

Call setup message

{call_setup_msg} = kus(kma(km1(call_setup_msg)))



MiXes in mobile communications — the new procedures (2)
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— RO, R1 and R2 are registers

— {R1}, {R2} and {LAIl} are untraceable return addresses
— P1 and P2 are pseudonyms (inside {R1} and {R2})



Advantages and problems

« trusted fixed station is fixed

+ consequently difficult to decentralize

procedures with trusted fixed stations need a MIX network for
untraceable location update

no trust in parts of the mobile network is needed (for confidentiality)
MIX network is

+ not used to hold the recipient (mobile subscriber) anonymously
+ used to hide the routing information to the mobile subscriber
increased signalling load (compared to GSM)

 higher bandwidth is needed:
public key cryptography (modulus > 500 bit)

+ higher delay ?



